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[bookmark: _Toc490739183]HOW TO USE THIS GUIDE 

This workbook belongs to you.  It is designed to serve as a guide for the duration of your training programme.    It contains readings, activities, and application aids that will assist you in developing the knowledge and skills stipulated in the specific outcomes and assessment criteria.  Follow along in the guide as the facilitator takes you through the material, and feel free to make notes and diagrams that will help you to clarify or retain information.  Jot down things that work well or ideas that come from the group.  Also, note any points you would like to explore further.  Participate actively in the skill practice activities, as they will give you an opportunity to gain insights from other people’s experiences and to practice the skills.  Do not forget to share your own experiences so that others can learn from you too.  
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[bookmark: _Toc490739185]PROGRAMME OVERVIEW 
[bookmark: _Toc490739186]PURPOSE

At the end of this training session you will be able to demonstrate an understanding of computer network communication 
LEARNING ASSUMPTIONS

[bookmark: _Toc170771416][bookmark: _Toc183383232][bookmark: _Toc247448412][bookmark: _Toc269816065][bookmark: _Toc448746839]The credit value of this unit is based on a person having prior knowledge and skills to:
· Demonstrate an understanding of fundamental mathematics (at least NQF level 1).
· Demonstrate PC competency skills (All End-User Computing unit Standards.)
· Demonstrate competence to resolve technical computer problems (DC301/ 302).
[bookmark: _Toc490739187]HOW YOU WILL LEARN

The programme methodology includes facilitator presentations, readings, individual activities, group discussions, and skill application exercises.
[bookmark: _Toc247448413][bookmark: _Toc269816066][bookmark: _Toc448746840][bookmark: _Toc490739188]HOW YOU WILL BE ASSESSED

This programme has been aligned to registered unit standards.  You will be assessed against the outcomes of the unit standards by completing a knowledge assignment that covers the essential embedded knowledge stipulated in the unit standards.  When you are assessed as competent against the unit standards, you will receive a certificate of competence and be awarded 9 credits towards a National Qualification.
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On completion of this section you will be able to explain computer network transmission security and integrity problems and solutions. 
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1. The explanation outlines current problems.
2. The explanation identifies the requirements to address the problems. 
3. The explanation outlines strategies to address the problems and provides examples used in the industry.
. 
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In telecommunications, transmission (abbreviation: Tx) is the process of sending and propagating an analogue or digital information signal over a physical point-to-point or point-to-multipoint transmission medium, either wired, optical fiber or wireless. One example of transmission is the sending of a signal with limited duration, for example a block or packet of data, a phone call, or an email. Transmission technologies and schemes typically refer to physical layer protocol duties such as modulation, demodulation, line coding, equalization, error control, bit synchronization and multiplexing, but the term may also involve higher-layer protocol duties, for example, digitizing an analog message signal, and source coding (compression).

Transmission of a digital message, or of a digitized analog signal, is known as digital communication., transmission (abbreviation: Tx) is the process of sending and propagating an analogue or digital information signal over a physical point-to-point or point-to-multipoint transmission medium, either wired, optical fiber or wireless. One example of transmission is the sending of a signal with limited duration, for example a block or packet of data, a phone call, or an email. Transmission technologies and schemes typically refer to physical layer protocol duties such as modulation, demodulation, line coding, equalization, error control, bit synchronization and multiplexing, but the term may also involve higher-layer protocol duties, for example, digitizing an analog message signal, and source coding (compression).
Transmission of a digital message, or of a digitized analog signal, is known as digital communication.
Today the world scenario is changing. Data Communication and network have changed the way business and other daily affair works. Now, they rely on computer networks and internetwork. A set of devices often mentioned as nodes connected by media link is called a Network. A node can be a device which is capable of sending or receiving data generated by other nodes on the network like a computer, printer etc. These links connecting the devices are called Communication channels.
Computer network is a telecommunication channel through which we can share our data. It is also called data network. The best example of computer network is Internet. Computer network does not mean a system with control unit and other systems as its slave. It is called a distributed system
A network must be able to meet certain criteria, these are mentioned below:
1. Performance
2. Reliability
3. Scalability

Transmission media is a pathway that carries the information from sender to receiver. We use different types of cables or waves to transmit data. Data is transmitted normally through electrical or electromagnetic signals.
An electrical signal is in the form of current. An electromagnetic signal is series of electromagnetic energy pulses at various frequencies. These signals can be transmitted through copper wires, optical fibers, atmosphere, water and vacuum Different Medias have different properties like bandwidth, delay, cost and ease of installation and maintenance. Transmission media is also called Communication channel.
Types of Transmission Media
Transmission media is broadly classified into two groups.
1. Wired or Guided Media or Bound Transmission Media
2. Wireless or Unguided Media or Unbound Transmission Media


Wired or Guided Media or Bound Transmission Media: Bound transmission media are the cables that are tangible or have physical existence and are limited by the physical geography. Popular bound transmission media in use are twisted pair cable, co-axial cable and fiber optical cable. Each of them has its own characteristics like transmission speed, effect of noise, physical appearance, cost etc. 
Wireless or Unguided Media or Unbound Transmission Media: Unbound transmission media are the ways of transmitting data without using any cables. These media are not bounded by physical geography. This type of transmission is called Wireless communication. Nowadays wireless communication is becoming popular. Wireless LANs are being installed in office and college campuses. This transmission uses Microwave, Radio wave, Infra-red are some of popular unbound transmission media.

[bookmark: _Toc490739191]1.2 OUTLINING CURRENT PROBLEMS

The data transmission capabilities of various Medias vary differently depending upon the various factors. These factors are:
1. Bandwidth. It refers to the data carrying capacity of a channel or medium. Higher bandwidth communication channels support higher data rates.
2. Radiation. It refers to the leakage of signal from the medium due to undesirable electrical characteristics of the medium.
3. Noise Absorption. It refers to the susceptibility of the media to external electrical noise that can cause distortion of data signal.
4. Attenuation. It refers to loss of energy as signal propagates outwards. The amount of energy lost depends on frequency. Radiations and physical characteristics of media contribute to attenuation.

Troubleshooting network errors is a fact of life. Learning about the most common network errors and their potential causes will help you both identify and resolve problems more quickly, improving your ability to meet service-level agreements (SLAs) for your network.
Switches and routers register network errors, as do servers and PCs connected to the network. Although you can log into a device and check its network logs, more often you will use a network management tool of some sort that will use simple network management protocol (SNMP) or other protocols to collect logs from network devices to find problems. Sometimes, especially if you are working with unmanaged switches, you will use a network sniffer or protocol analyser to dig into a problem in greater detail. Here are some of the most common network errors:
File check sequence (FCS) errors
Nodes that transmit Ethernet frames append an FCS number, which lets the receiving device determine if the packet is complete and correct upon arrival. The sending node calculates the FCS number using an algorithm called cyclic redundancy checking (CRC). The receiving node uses CRC to calculate its own FCS field value; if that number matches the one received, the frame is good. Where the values do not match, there is an FCS error.  

FCS errors are most commonly caused by noise on the data network. Network noise can be created by cabling located too close to noise sources such as lights, elevator motors or other heavy machinery. Cabling that has not been pulled and terminated in line with the appropriate specifications can also generate noise. Too much wire left untwisted at termination -- or runs that are too long or bends that are too tight -- can introduce noise from external sources or from crosstalk among pairs. Poorly manufactured components can compound such problems.
Alignment errors
Ethernet frames should be comprised of complete bytes -- octets of bits. In other words, the length of a frame in bits should always be evenly divisible by eight. When a frame doesn't meet that criterion, it has an alignment error. Alignment errors should always generate FCS errors. As with other FCS errors, alignment errors most often result from noise on the cabling, although hardware problems in network interface cards or other network hardware can also cause them.

Collisions and late collisions
These common network errors are separate anomalies with similar resolutions. Collisions occur when more than one device tries to use the network at the same time. This is increasingly rare. Today, nearly all networks are switched networks, which means each cable run connects one device to another device, with each device equipped with separate pairs to transmit and receive data (also called full-duplex mode). Since information is transmitted on separate pairs, data from one device cannot collide with data from the other. However, sometimes network ports are misconfigured as half-duplex. When this occurs, the ports will try to use the same pairs to transmit and receive data. This results in collisions, which can quickly become excessive in high-throughput environments. Switching the connection to full duplex solves the problem. (Duplex mismatch is a related issue: One end of a connection thinks it is on full-duplex; the other is set up as half-duplex, and as a result errors mount rapidly.)
Discards
All network devices can discard packets, and are expected to. For example, a switch can discard packets that arrive tagged for a specific virtual LAN (VLAN) on a port not configured for that VLAN. Most devices will discard packets when they run low on buffer memory. For example, if a high-definition video conference session consumes all the high-priority delivery bandwidth on a port, a router might discard lower-priority packets (e.g., those associated with an SMTP mail transfer session). Discards force TCP applications to resend packets, which increases application latency. Discards cause performance problems for UDP applications as well, typically in the form of audio or video artifacts. Some discarding is inevitable, but excessive discards can indicate that the switch is misconfigured (e.g., it should have a VLAN on it that it does not) or that the device sending to it is misconfigured (trying to send on the wrong VLAN). Excessive drops can also indicate that a port has insufficient bandwidth for its current usage profile. In that case, to solve this common network error the port needs to be upgraded or its traffic split across multiple links.

Unknown protocol errors
A switch or router can receive a packet whose meaning isn't understood. Usually, this is due to a receiving device having a particular protocol disabled when it is in fact needed, or the sending device does not disable the protocol when it ought to be. Such network errors are most common when a new device configuration is pushed out to one or both devices, or when new equipment is swapped in.

Size errors
Frames that are too short (under 64 bytes, called runts), or too long (more than 1,518 bytes without a signal that a long frame is coming) or giant (more than 6,000 bytes in any circumstance) generate errors. These are almost always the result of hardware problems in network interfaces or software problems in the network stack; these common network errors are fixed by updating software or replacing hardware.

Performance Degradation

Performance degradation refers to issues involving loss of speed and data integrity due to poor transmissions. While every network is prone to performance issues, large networks are especially susceptible due to the additional distance, endpoints, and additional equipment at midpoints.

Solutions to performance degradation are not terribly difficult. The very first step is to purchase the best quality computer networking hardware one can afford. All other solutions build upon a solid foundation of good network hardware. After all, network performance is only as good as the components of which it is composed.

Although quality matters, in this case quantity can also be an issue. Networks without enough routers, switches, domain controllers, etc. is comparable to pumping water from a municipal well with a straw. Beginning with adequate, quality hardware is an excellent start, but that still is not enough. Hardware is useless without proper configuration.

It is essential to ensure all computers and network “plumbing” are properly connected (with quality cabling) and configured. This includes verifying network settings in server and desktop network configuration apps and also verifying settings in the firmware of networking components (switches, routers, firewalls, etc.). Every device connected on the network should be initially and routinely checked for problems, as rogue PCs infected with viruses, spyware, botware and so forth can waste bandwidth and, even worse, infect other systems.

Host Identification

Proper configuration is also essential to maintaining proper host identification. Just as the post office cannot deliver messages without some form of addressing, neither can computer networking hardware. While small networks can easily be configured with manual addressing, this becomes completely impractical in large networks. DHCP servers, domain controllers, and their requisite addressing software and protocols are a must when it comes to creating and maintaining a large, scalable network.

Top performance and proper host identification are hardly beneficial on a network that has been breached by hackers. It is for this very reason why securing one’s network is equally important.

Security Issues

Network security issues involve maintaining network integrity, preventing unauthorized users from infiltrating the system (viewing/stealing sensitive data, passwords, etc.), and protecting the network denial of service attacks.

These issues are greatly magnified as a networks increases in size. Larger networks are more susceptible to attack because they offer more vulnerable points at which intruders can gain access. More users, more passwords, and more hardware mean more places a hacker can try to get in.

Defence against these problems include using firewalls and proxies, installing strong antivirus software, deploying strict password policies, making use of network analysis software, physically securing computer networking assets, and invoking procedures that compartmentalize a large network with internal boundaries.
Workstation or Server
A file transfer may pass through the following components before it ever leaves the system: Hard disk drive, system disk cache, transfer application, network stack, software VPN, software firewalls and filters, network drivers, and the hardware network adapter. There are many opportunities for the data to become delayed, or blocked.  Following is a list of the computer components most likely to impact network performance.
Operating System
The operating system manages the resources and settings for all of the other system components.  Driver configuration, CPU prioritization, IP stack tuning, virtual memory, and many other factors can impede performance. Generally speaking, older systems will have poorer performance than newer versions.  Windows systems will have poorer performance than unix systems of the same vintage.  Most users stick with default operating system settings, so it is rare to find problems beyond the choice of system itself.  However, some unix distributions may require UDP buffer tuning as described in Tech Note 0024.
CPU Usage
The CPU(s) must be shared by all of the software running on a system.  In modern operating systems, there are typically twenty to sixty programs running even when the user isn't doing anything.  All of these should be idle most of the time.  But if just one of those programs tries to "hog" the CPU, it can seriously impede performance.  Systems with multiple CPUs are not necessarily faster than those with single CPUs.  Windows is sometimes slower on multiple CPU systems.  Windows users can view CPU usage by displaying the Task Manager (control-alt-delete) and sorting by CPU.
The CPU can also constrain performance if you are using compression in conjunction with your data transfer.  ExpeDat, for example, allows you to apply ZLIB compression to file transfers.  Disabling compression may improve throughput, especially on very fast networks.
Hard Drive Usage
Most data transfer begins and ends with a hard drive.  This is usually the slowest component within the machine.  The speed of hard drive data transfer varies tremendously, often without obvious feedback to the user.  In particular, if two or more programs try to access the hard drive at the same time, data throughput will drop exponentially.  Even if the system appears idle, one of the many background processes can still cause drive access. Even intermittent access can cause data transfers to freeze for seconds at a time, leading to greatly reduced network performance.
Hard drive limitations become dominant when the network is very fast or when there are consistently multiple processes trying to access the drive.  For example, trying to download two different files at once from a gigabit ethernet LAN to a single consumer hard drive may be much slower than downloading one after the other.  High-end drives or RAIDs may improve overall performance, but are still highly variable and severely impacted by multiple accesses.  RAIDs may require special configuration to perform well with network data.  See Tech Note 0018 if you are using a RAID.
Firewalls and Filters
Software firewalls and filters attempt to block or alter network traffic using the same operating system and CPU resources as applications.  All such software works by stopping each data packet, checking it against a set of rules, and then deciding what to do with that packet.  Depending on the amount of checking, this can greatly delay the packet and consume substantial CPU resources.  This can be problematic for moving data at high speeds when there are multiple layers, such as combining firewall, content filter, router, and network address translation software.  To minimize problems, disable any components or rules that are not necessary and adjust others to allow MTP/IP traffic without filtering.  See technical note 0002, "Configuring Firewalls".
Virtual Private Network (VPN) Software
VPN software is similar to a firewall or filter in that it stops each data packet and processes it at significant cost.  This processing may include compression or encryption, which is especially costly.  Datagram based VPNs (particularly IPsec) process one datagram at a time, adding a small amount of data to each one before sending it on its way.  This introduces some CPU load and may rarely cause MTU problems.  Datagram based VPNs are unlikely to hurt performance much, except on very fast LANs.  Low quality VPNs "tunnel" all datagrams across a single TCP/IP connection.  This includes so-called SSL VPNs.  These introduce substantial network overhead and exponentially worsen TCP flow control and congestion problems.  SSL and other tunneling VPNs exhibit poor network performance under all circumstances.  MTP/IP cannot be used with SSL or other tunneling VPNs.
Memory (RAM)
Although network data transfer does not typically involve much direct memory usage, the amount of available memory can significantly affect the performance of other operating system components.  Inadequate system memory will cause the system to access the hard drive more often, leading to poor performance when reading or writing to disk.
Some versions of Microsoft Windows have internal limits on how quickly data can be read from or written to files based on the fixed size of the Windows "paged pool" buffer.  If an MTP application produces an error such as "Insufficient system resources exist to complete the requested service" then you may need to adjust the Windows paged pool.  The following Microsoft support note explains how to do this in the "RESOLUTION" section: http://support.microsoft.com/kb/304101.  Windows Server 2012 or later is strongly recommended for speeds above a few hundred megabits per second.
Network Adapter / Network Interface Card (NIC)
The hardware component that moves data from the operating system to the physical media depends on correct drivers and settings to operate efficiently.  Most modern NICs are rated at 1 gigabit per second.  Some offer advanced features such as IP offloading.  All have options to set a Maximum Transmit Unit (MTU).
For multigigabit networks, a very common problem is an NIC which is slower than the network speed.  For example, a 1 gigabit NIC on a 10 gigabit network will only be able to move data at 1 gigabit per second.  Likewise, a 10 gigabit NIC will not be able to fill a 40 gigabit data path.  See Tech Note 0032 for more considerations on multigigabit data paths.
IP stack offloading attempts to perform checksum and other calculations in the NIC hardware, freeing the operating system kernel for other I/O tasks.  This requires that compatible drivers be installed and correctly configured.  Driver compatibility problems can cause IP offloading to make throughput slower, especially at gigabit and faster speeds.  When experiencing performance problems, test with offloading both enabled and disabled.
The MTU set in the NIC should match that of the network path.  For ethernet below one gigabit per second, this MTU should be at least 1500.  For true multigigabit paths, this MTU should be at least 9000 (Jumbo).  See the MTU section for further information.
System Clock

MTP/IP depends heavily on the ability to accurately measure the timing of data transmission and arrival.  It relies on the operating system to provide this timing information.  Anything which disrupts the system timing will adversely affect MTP/IP.  For example, radically changing the system clock, or putting the system to sleep for a while, will likely cause any running MTP/IP transactions to fail.  More subtle problems may arise if the system clock is faulty, such as due to a failing motherboard battery or incorrectly configured network time management software (NTP).  Such problems are rare on newer systems, but battery failure is a distinct possibility on hardware over five years old.  Users must avoid situations which disrupt the timing of MTP/IP applications or the system as a whole.
User Interaction

Any user interface activity may disrupt the system in a way that impacts network performance.  For example, viewing a web page will substantially reduce hard drive, CPU, memory, and network performance. Windows in particular gives higher priority to user actions than to other processes.  For example, clicking the desktop just once per second during a Windows 2012 RDP session can cause a 25% drop in network throughput.  The Windows Activity Monitor can cause up to a 50% drop in network throughput.
During testing, users should avoid any other activity.  On Windows servers, all users should log out and disconnect from RDP whenever possible.
Virtual Machines
Machine virtualization allows a "guest" operating system to be run inside a simulated environment controlled by a program running on a real "host" system.  Because the guest is a full operating system, much of what it does is redundant with the operations of the host operating system.  Thus a virtualized system more than doubles the amount of processing that must occur with each network datagram.  In particular, all of the other problems that may affect a system are at least doubled in a virtualized system.
Virtualized server environments often involve multiple guest systems, all contending for limited CPU, memory, and hard drive access.  These different redundant systems can interact in unexpected ways.  Network performance may be severely reduced for some traffic at some times, while it is improved for other traffic at other times.  Generally speaking, virtualization involves substantial performance costs.  This effect can be mitigated by testing in the host, rather than the guest, system.
See the "Virtual & Cloud Machines" section of Tech Note 0023 for more virtual machine setup recommendations.
Network Devices
A typical Internet path involves between ten and twenty "hops", which are declared routers or other network nodes.  For example, a datagram might travel through the source computer, a wireless gateway, an ethernet hub, a DSL or cable modem, an ATM switch, many fiber optic routers, a T1 line and router, several ethernet hubs, and the destination computer.  Additional devices may be hidden between the hops, at the telecom level.
Following is a list of the components and factors most likely to impact network performance.  Note that several different components may be combined into a single network device.  For example, a typical consumer DSL router includes a wireless gateway, ethernet switch, firewall, NAT, VPN, and modem in a single box.
Hubs, Switches, Routers, and Gateways
These devices relay network traffic amongst network links.  By itself, this functionality is typically very fast and rarely causes any problems. However, devices with these names often have one or more of the following components, which can be more problematic.
Hardware Firewalls
A firewall examines each datagram it receives and applies a set of rules to determine whether or not it should be allowed to pass through.  Hardware firewalls typically do this very quickly with little or no impact on network performance.  However, this depends on the rules being correctly configured.
Hardware firewalls must be configured to explicitly allow MTP/IP traffic to pass through without interference.  If this is not done, then the firewall may block or degrade MTP/IP's performance.  It is possible for a firewall to initially allow traffic to pass through, but then reduce or cut-off that traffic after several minutes.  Users may be accustomed to their firewall correctly guessing what to do without explicit configuration, but those guesses may not be correct when MTP is introduced.  See technical note 0002, "Configuring Firewalls", for advice on configuring firewalls.
Network Emulators
Network emulators use statistical models that are designed around TCP and TCP-like network traffic.  While emulators can be useful, they must be carefully configured using statistics appropriate to the traffic being tested.  DEI strongly recommends testing MTP in real-world environments whenever possible.  If you must use an emulator, carefully read Tech Note 0022 for information on programming it with the best possible data.
Network Address Translation (NAT)
Machines on a Local Area Network may use private IP addresses to communicate with each other while sharing a single public IP address to communicate with the rest of the Internet.  This is done for both security and to conserve scarce public addresses.
When a private machine seeks to talk to the public Internet, the NAT device must translate the private address into the public one.  Because many private machines may be sharing the same public address, the NAT device has to keep track of which traffic belongs to which private machine.  This involves keeping track of incoming and outgoing port numbers, and sometimes involves changing those port numbers.
If a private machine initiates an MTP/IP transaction, the NAT device should take note of the outgoing traffic and automatically route returning traffic back to the correct machine.  However, some NAT devices may forget this information, causing an ongoing transaction to fail after several minutes.
The private machine will not be able to receive transactions initiated by outside systems unless the NAT is specifically instructed to "map" external ports to the internal machine.  NAT port mapping is common task for setting up any server behind an NAT device.
Virtual Private Network (VPN)
VPN hardware is similar to a gateway or router in that it stops each data packet it receives and decides where to send it next.  The difference with a VPN is that it simulates virtual network paths by encapsulating the data packets within other packets or data streams.  One common example of this is allowing machines on different private LANs to communicate using private IP addresses.  VPNs often add authentication and encryption to provide additional security to the traffic they handle.
This encapsulation can be performed either by datagrams or by TCP streams.  Datagram based VPNs (particularly IPsec) process one datagram at a time, adding a small amount of data to each one before sending it on its way.  This may rarely cause MTU problems, but is otherwise unlikely to cause performance problems.
Low quality, and some very old, VPNs "tunnel" all datagrams across a single TCP/IP connection.  This includes so-called SSL VPNs.  These introduce substantial network overhead and exponentially worsen TCP flow control and congestion problems.  SSL and other tunneling VPNs exhibit poor network performance under all circumstances.  MTP/IP cannot be used with SSL or other tunneling VPNs.
Maximum Transmit Unit (MTU)
Internet Protocol (IP) networks transmit data in discrete packets called datagrams.  Each datagram has source and destination addresses, some descriptive information, and the data payload.  IP allows datagrams to be up to 65536 bytes in total size.  However, most network media limits datagrams to much smaller sizes.  Ethernet, for example, typically limits datagrams to just 1500 bytes.  IP provides a mechanism for network devices to divide up datagrams that are too large for a particular link.  This process is called fragmentation.  Fragmentation introduces extra overhead per-datagram, but bigger payloads mean fewer datagrams and usually result in improved throughput
Most devices limit datagram sizes, even with fragmentation.  But due to a lack of standards conformance, it is not possible to know for certain how large an MTU will be supported by any given network path.  In particular, some devices may support large datagrams at a severe performance penalty, while others may give improved performance with large datagrams, and still others may silently discard large datagrams.  This situation may be further complicated by VPNs or other tunneling protocols (such as PPPoE), which add to the size of datagrams without telling the computers at either end.  Thus a datagram which is transmitted at a proper size can grow along the path to become too large.
For this reason, MTP/IP usually limits its datagrams to a total of 1480 bytes, including UDP and IP headers.  This leaves 20 bytes for MPLS, PPPoE, or simple IPsec overhead.  MTP/IP will attempt to detect when smaller datagrams are required.  However, in some environments, it may be helpful to tell MTP/IP not to exceed a specific limit.  In most MTP/IP applications, this is done with the MaxDatagram configuration option.  This value should be set to about 56 bytes less than the known MTU limit.
If you are using MTP/IP with a VPN, PPPoE, or other tunneling protocol and performance is poor, try setting MaxDatagram to a value of 1280.  If this improves performance, you may try increasing the value in increments of 16 until performance no longer improves.
Some network equipment supports Jumbo ethernet frames (9000 MTU) or larger.  Larger datagram sizes greatly reduce overhead for every device on the path and is essential for multigigabit performance.  However, if any device in the path does not support at least Jumbo frames, then increasing MTP's datagram size may severely reduce network performance or cause a loss of connectivity.  Where Jumbo frames are supported by every device in the path, substantial performance improvements can be achieved by setting MTP's MinDatagram to 8192.  Even larger values may be used for paths which support Super Jumbo frames.
10 gigabit or faster network equipment will support Jumbo ethernet frames (9000 MTU) or larger.  Conversely, a network path which fragments datagrams larger than 1500 bytes almost certainly contains at least one component which is not capable of 10 gigabit speeds.  This is a common problem with bonded links.  See Tech Note 0032 for more about working with 10 gigabit networks.
Wireless
Wireless communications, including 802.11 WiFi, Bluetooth, satellite, and various cellular mechanisms present numerous additional challenges.  Wireless media is subject to highly variable conditions which can degrade performance.  Different media types react to problems in different ways. Some will attempt to correct for lost or corrupted data.  This results in data delays and can cause transfers to "freeze up" for significant periods of time.  Others simply drop corrupted data, allowing the transport and application layers to handle recovery.  MTP/IP is very efficient at error recovery, so disabling hardware error correction may improve MTP/IP performance.
Some wireless media, particularly some satellite and cellular links, may entail tunneling across TCP/IP connections.  MTP/IP will perform very poorly in such environments.  Unfortunately, there is no easy way to know what sort of loss policies a given network is implementing, except by experimentation.
Multiplexed or Bonded Lines
Sometimes multiple low-speed data links can be combined to form a virtual high-speed link.  For example, three T1 lines might be bonded to provide 4.5 megabits per second instead of the single 1.5.  Proper multiplexing requires that devices be installed at both ends to both split apart and recombine the data flows.  The devices must correctly balance the flow of data packets across all available lines.
A bonded line is not the same as a single line of the same speed.
Performance of multiplexed or bonded lines varies tremendously.  Lines bonded at the telecom level may perform almost as well as a real line of the same total speed.  But lines which are bonded with end-user multiplexing hardware often limit individual data flows to the speed of just a single line.  Bonded lines may have difficulty distributing data during high loads and may exhibit erratic behaviour with different traffic types.  Proper configuration of end-user multiplexers is essential to good performance.
To achieve maximum performance with MTP/IP over a bonded or multiplexed data path, all lines must converge to a single IP address at each end and the multiplexing hardware must be configured to distribute UDP/IP traffic in round-robin or even distribution.  Multiplexers which claim to perform "load-balancing" often do not properly handle UDP/IP or have separate configurations for UDP/IP, so examine their configurations carefully.
WAN Acceleration Appliances
Some devices attempt to capture and modify network traffic for the purpose of improving performance.  This typically involves compression, caching, or de-duplication.  Most such devices ignore UDP datagrams.  Some, notably SilverPeak, will attempt to capture and modify UDP datagrams.
Even if it does not modify MTP/IP's UDP datagrams, the overhead created by the device may slow or limit network throughput.  Legacy devices may have performance limits which are below that of the WAN network path.  Devices which do modify UDP datagrams may cause corrupt packets and severely reduce or block MTP/IP throughput.
WAN Acceleration Appliances should be bypassed for MTP/IP traffic unless tests show a clear benefit.
Bandwidth Management Devices
This is a broad category which includes any device that actively interferes with the datagrams flowing through it in an effort to change performance.  A common function is prioritization, in which a set of rules are applied to determine whether performance of some traffic should be degraded in favor of other traffic.  Some devices attempt to compress or cache traffic in order to reduce the amount of data traveling on the network.  Some observe network latency and will degrade the performance of any traffic which appears to cause latency to exceed some threshold.
The functioning of such devices is heavily dependent on their correct configuration.  In particular, they must be properly programmed with the priorities of the users and network managers.  If those priorities, or the network itself, change over time, the devices may begin to greatly hinder performance.
MTP/IP should work well with correctly configured devices that obey Internet Protocol standards.  Other devices may severely degrade MTP/IP performance and should be investigated to ensure that they are functioning as intended.
Other Traffic
Though not a component of the network, third-party traffic flow often has the largest impact on network performance.  Any data traveling across any part of the same network path will reduce the performance any other data traveling that path.  Ideally, network resources would be fairly divided amongst all users.  But variation in capacities, use patterns, and requirements often makes it impossible to know what "fairly" means, let alone enforce it.  Worse, oscillations in traffic flows can cause some traffic to create interference out of proportion to the bandwidth it consumes.
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Wireless Network Shows Signal but won't connect
Wireless networking is a terrific way to make sure that your employees are able to move freely while maintaining access to all their business files. However, some notebooks and computers occasionally show a strong signal from the wireless router but still don't connect. If you encounter this problem, try putting the computer right next to the wireless router and see if it connects then. If it does, then that suggests a problem with the system hardware. A network card occasionally receives a strong signal but doesn't transmit as effectively. Updating the network card's drivers might solve this problem, but it is also possible that you may need to replace the hardware entirely should this occur.
Network Outages and Inaccessible Files
If you experience a high number of network outages at unpredictable times or you find your employees unable to access files they are supposed to have access to, you might be experiencing a NetBIOS conflict. This problem tends to be most common on older systems, particularly when they use Windows NT, but the issue exists in other Windows systems as well. If you have recently upgraded to a new service pack or received another large system update, you are more at risk of this happening than previously. You can bypass this problem by disabling WINS/NetBT name resolution unless it is required by a specific program. You could also rename a computer or domain to resolve possible naming issues.
IP Conflicts
By default, Windows ensures that only one IP address per device has place on the network at once. However, sometimes two devices wind up getting assigned the same address. In this case, the network might wind up blocking one of the devices, which prevents access to protected files and can cause network lag not only for the conflicting devices but for all connected machines. You can avoid this problem by reconfiguring your DHCP setup to ensure that static IP addresses are excluded from the pool. This will reconfigure IP addresses appropriately, which will resolve the conflict and in return will lead to all machines on the network getting the proper access that they are supposed to get.
Slow Application Response

A common issue business networks encounter is a slow reaction time for applications, especially shortly after a computer starts up or connects to a network. This is usually a sign of high bandwidth use. You should perform a time study of your employees to make sure they aren't viewing too many videos via streaming or downloading large files. Enforcing proper network use may be a good way of keeping your bandwidth use in hand. If your employees are already using the network properly, you might not have the amount of bandwidth you need to operate your business. In this case, you should look into upgrading your network to properly fit your expanding business needs.
Poor VoIP Quality
Stutters, delays, and other problems with VoIP can hamper a network's productivity and hurt telecommunications efforts. The most common issue with business VoIP is a network stutter. This can be resolved by installing jitter buffers, which cache VoIP packets and allow them to be accessed during the communication in order to ensure a smooth stream. Jitter buffers can be customized to fit the needs of your network and are rather easy and inexpensive to install. Another option you can use to prevent this issue is a new playback codec with a packet loss concealment feature. Packet loss is the other major cause of stuttering audio and video, and making sure your codecs and drivers are up to date helps a lot.
These common network issues can strike any business, but they are easily resolved with only a little bit of time and effort. You can use the advice outlined above to handle these minor issues and free up your IT team for other more significant problems. This will save you a lot of time and give you a chance to boost the overall productivity of your business network.

Cable Problem: 
Cables that connect different parts of a network can be cut or shorted. A short can happen when the wire conductor comes in contact with another conductive surface, changing the path of the signal. Cable testers can be used to test for many types of cable problems such as:
Cut cable, incorrect cable connections, Cable shorts, Interference level, Connector Problem

Connectivity Problem: 
A connectivity problem with one or more devices in a network can occur after a change is made in configuration or by a malfunction of a connectivity component, such as hub, a router or a Switch.
Excessive Network Collisions:

These often lead to slow connectivity. The problem can occur as a result of bad network setup/plan, a user transferring a lot of information or jabbering network card.
NB: A jabbering Network card is a network card that is stuck in a transmit mode. This will be evident because the transmit light will remain on constantly, indicating that the Network card is always transmitting.
Software Problem: 

Network problems can often be traced to software configuration such as DNS configuration, WINS configuration, the registry etc.

Duplicate IP Addressing: 

A common problem in many networking environments occurs when two machines try to use the same IP address. This can result in intermittent communications.

Dead drop Symptom: 
A PC, phone, access point or printer is connected to the wall jack and the connection is not activated. The switch port does not show a link light, nor does the network adapter. 
Cause: Dead drops are commonly simple problems that occur when a connection is not patched through to the wall jack. In many organizations, only those connections that are actively being used are patched. When offices or meeting rooms are moved around, sometimes the network jacks are not tested for the new users, or drops that are intentionally left disconnected may not be properly documented. Additionally, the switch port may be administratively disabled.
Resolution: Check to be sure the switch port is activated and that the connection has been properly patched. When any devices have been physically moved in the office, be sure to test the new connections to ensure they are working properly. In the case of an IP Phone, it may also be that power is not being sufficiently supplied to the phone. 
Can’t get an IP address Symptom: 
The network appears down or inoperable. The operating system may alert that an address was not received from the DHCP server. After checking the network adapter status, no address may be configured. 
Cause: No address has been received from the DHCP server. The DHCP server may be out of addresses, the server service may be down, the end device may be configured to use a static address instead of a DHCP address, or the DHCP request from the end device never made it to the server in the first place. This may be the case especially if a new device is configured for a VLAN that is not set up to forward DHCP requests to the DHCP server. 
Resolution: Key question – is this problem restricted to one user or are many users affected? If only one user is affected, check the NIC settings to be sure it is configured to use DHCP. Next, check the switch to see which VLAN the port is configured as a member. Check that other devices on this VLAN can get addresses. If they cannot, the problem may be that the router is not forwarding DHCP requests to the DHCP server. If many devices across several subnets are having this problem, the problem is likely the server itself. The server may not have the DHCP service running, or it may have run out of addresses to distribute. 
Can’t connect to the application server Symptom: 
The application the user is trying to open may alert that it cannot connect to the application server. This can be the case when using e-mail applications or CRM Applications. The common complaint into the help desk is that the network is down, even though this is not the true problem. 
Cause: Several things can cause this event. The key question to ask the user is whether this problem happens constantly or only sporadically. If the user has a proper IP address for the connection they are on, there may be a routing issue on the network between the user and server. This can be verified with a simple ping. If connectivity is lost sporadically, this can be caused by a busy server that is not responsive to client requests. 
Resolution: In the case that routing is not the issue (ping test), check the server load and resources. Is the server busy running another task such as a backup? If this is not the case, check the network load between client and server, focusing on WAN connections if there are any. Often, periods of high network utilization between client and server can cause connectivity problems for the client. The best way to do this is by using an SNMP tool that will monitor utilization over time on these links. Additionally, look for Ethernet Errors on all switches and routers that cause packet loss between client and server. 
Incorrect VLAN assignment Symptom: 
When installing new services on the network such as wireless or VoIP, VLANs are typically used to isolate this traffic from other users. This requires each switch port supporting these services to be configured for the proper VLAN. If this is not done properly, the service may not work. The IP Phone may not register with the call manager, the PC connected to the phone may not be able to connect to key servers, or the wireless users may not get proper addressing for the wireless environment. 
Cause: The switches responsible for connecting these services have not been properly configured. Perhaps it was not communicated within the organization to reconfigure certain ports to support new services. 
Resolution: Test the port to verify which VLANs are supported. If possible, use a VLAN Tag to generate VLAN specific traffic to check which VLANs are configured on the port. Check the IP address provided by the DHCP server to determine which VLAN is being provided to the port if it is untagged. Alternatively, check the switch configuration to validate the VLAN configuration. 
Duplex mismatch Symptom: 
With a duplex mismatch, the connection will work, just poorly. The link lights will become active on both the switch and network adapter. Network performance will suffer greatly, with throughput dropping to 100Kbps or lower. 
Cause: One side of the connection is operating in full duplex (transmit and receive at the same time) and the other device is operating in half duplex (transmit OR receive at one time). The full duplex side does not have to wait to transmit, it is configured to transmit whether it is receiving or not. The half-duplex side must wait until it is not receiving in order to transmit. This means that the full duplex side has the potential to interrupt the half duplex side, causing the half duplex side to abort The EtherScope Network Assistant features the VLAN Discovery test to validate switch interface configurations and troubleshoot VLAN assignment issues. The EtherScope Network Assistant features the SNMP-based Utilization History test to monitor switch port utilization over time. High network utilization can prevent a client from successfully connecting to an application server. If transmission is aborted, the frame will need to be retransmitted. This will dramatically reduce the bandwidth the half duplex side is able to make use of. 
Resolution: In nearly all cases, a duplex mismatch is the result of forcing one side of the connection (usually the switch) to full duplex, while leaving the other side, the PC, to auto-negotiate the link. The myth is that auto-negotiation will determine the forced full setting and match this configuration. This however is not the case. The side forced to full duplex is no longer sending the appropriate signalling that auto negotiation relies on in order to determine speed and duplex. The auto-negotiating side of the connection will be left to guess at the duplex of the link. When in doubt, auto-negotiation will always default to half duplex. This is how most duplex mismatch issues happen on the network. To resolve this, set all connections on the network to auto-negotiate – unless you have reason not to. In these isolated cases, such as inter-switch connections, be sure to statically set both sides to full duplex. 
Slow application performance Symptom: 
The application appears sluggish. It may freeze on a certain screen or halt while accessing data. Often, the network is blamed for these issues. 
Cause: Exonerating the network in application performance problems can assist server maintenance personnel to take out the guesswork and isolate the issue to the right place. Many issues can cause an application to slow down. Among the most common causes are server backups occurring during production hours, slow response from database servers, and packet loss on the network. From a network technician’s point of view, the most important thing to determine is whether the problem is caused by the server or by the network. To determine this, a capture of application traffic can be collected from a client machine. Look for any retransmissions between the client and server. If retransmissions exist, there is packet loss on the network, which severely affects application performance. If there are no retransmissions and connectivity between client and server is established, the problem is likely in the server and can be monitored from that perspective. 
Resolution: Although packet analyzers can be very difficult to use when tracking down a problem, they often are equipped with simple counters displaying TCP retransmissions. Use this counter to assist in determining if there is packet loss on the network between client and server. Look for Ethernet errors (FCS Errors, Alignment Errors, or Late Collisions) on any switches and routers between client and server that could be causing this packet loss. If there are no errors, watch for packet loss on the WAN because of excessive utilization across the link. The EtherScope Network Assistant features the Throughput Test to measure network speed and assess whether the network is truly slow. The network is often incorrectly blamed for slow application performance. The EtherScope Network Assistant features the Signal Verification test to monitor the negotiation process and resolve duplex mismatch problems. 
Printing problems Symptom: 
Printing does not consistently work on the network. A printer may appear available, but print jobs that are sent to it are not completed. 
Cause: Determine if only one user is experiencing this problem or if several people have the same issue. If only one user is having the issue, it may be that the PC is not mapped correctly to the print server. If this is not the cause, the network between client and printer may be to blame. Packet loss can cause printing problems, as well as network connectivity problems on the printer itself. 
Resolution: Check the printer configuration to make sure it has a good IP address and can access the print server if it is external to the printer. At times, updating the printer driver has resolved printing issues. Overall, be sure that traffic is getting to and from the printer on the network and that all printer drivers are up to date. 
Poor or bad cable Symptom: 
If the client PC is able to link to the network, performance may be poor. The PC may not be able to connect at all. 
Cause: In networks today, Gigabit to the desktop is common. Gigabit requires four pairs of cable, so anything lower than Category 5 will not work for Gig. In older buildings this must be taken into consideration. In addition, any amount of untwisting of the cable (often near the RJ-45 termination or patch panel) can cause signal loss. This will result in FCS Errors on the switch ports or network adapters. 
Resolution: In most cases with cable problems, the cable simply needs to be replaced. If the problem is because the cable has become untwisted, re-terminating the cable may resolve the errors. When supporting new technologies such as Gigabit or Power over Ethernet, the cable must be Cat 5 or better. 
DNS problems Symptom: 
The user cannot access the internet or key applications. The network appears to be down. 
Cause: Domain Name Services may be to blame. The client PC cannot resolve the name of the server with the IP address of that server, so it will not send a connection request. This is often caused by having the wrong DNS server configured on the client, sending DNS requests that the server does not have in its database, or packet loss on the network. DNS is a UDP-based protocol, so packets that are lost will not be retransmitted, causing DNS to fail. 
Resolution: Check the client configuration to see which DNS server it is setup to use. If this is the wrong server, adjust this setting in the client or in the DHCP server which provided it. Test the DNS server from the client connection repeatedly to determine if there is delay in response due to packet loss. If packets are lost, look for Ethernet errors between the client and server. Capture failing DNS requests to determine if there is any response at all from the server. Ideally, setup a tool that will constantly test the DNS server and alert when a problem occurs. The EtherScope Network Assistant features the Cable Verification test to measure cable characteristics and identify physical layer problems like bad cables. To resolve DNS problems, the EtherScope Network Assistant features the Service Performance Tool to test the availability and responsiveness of key network services like DNS and DHCP. The EtherScope Network Assistant features the Switch Scan test for verifying traffic to and from a problematic printer by monitoring the activity on the switch port where the printer is connected. 
Wireless client can’t connect Symptom: The client can detect the wireless access point, but it cannot connect to the wireless network. 
Cause: Security credentials, wireless channel interference, and dead spots can cause this problem. Since wireless is invisible, it can be very difficult to track these problems down without a proper wireless tool. 
Resolution: Using a wireless monitoring tool measure the signal strength from the affected area, and if possible, conduct a site survey in the area to look for rogue or unknown APs. These may be configured for overlapping wireless channels and can affect known-good users. Check for noise in the signal from surrounding access points or from noise inducing devices such as microwaves and cordless phones. Monitor the client as it attempts to connect to the access point and watch for which step fails – association, authentication, or authorization.
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On completion of this section you will be able to describe public switching computer network protocols.
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1. The description outlines the features of typical data link protocols. 
2. The description outlines the features of a data link protocol.
3. The description outlines the features of a network layer protocol.
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Assembling the physical pieces of a computer network by itself is insufficient to make it function – connected devices also require a method of communication. These communication languages are called network protocols.
Purpose of Network Protocols
Without protocols, devices would lack the ability to understand the electronic signals they send to each other over network connections. Network protocols serve these basic functions:
· address data to the correct recipient(s)
· physically transmit data from source to destination, with security protection if needed
· receive messages and send responses appropriately
Consider a comparison between network protocols with how a postal service handles physical paper mail. Just as the postal service manages letters from many sources and destinations, so to do network protocols keep data flowing along many paths continuously. Unlike physical mail, however, network protocols also provide some advanced capabilities like delivering a constant flow of messages to one destination (called streaming) and automatically making copies of a message and delivering it to multiple destinations at once (called broadcasting).
How Network Protocols Use Packets
The Internet and most other data networks work by organizing data into small pieces called packets. To improve communication performance and reliability, each larger message sent between two network devices is often subdivided into smaller packets by the underlying hardware and software. These packet switching networks require packets to be organized in specific ways according to the protocols the network supports. This approach works well with the technology of modern networks as these all handle data in the form of bits and bytes (digital ‘1’s and ‘0s’). 
Each network protocol defines rules for how its data packets must be organized (formatted). Because protocols like Internet Protocol often work together in layers, some data embedded inside a packet formatted for one protocol can be in the format of some other related protocol (a method called encapsulation).
Protocols typically divide each packet into three parts – header, payload, and footer. (Some protocols, like IP, do not utilize footers.) Packet headers and footers contain the contextual information required to support the network, including addresses of the sending and receiving devices, while payloads contain the actual data to be transmitted. Headers or footers also often include some special data to help improve the reliability and or performance of network connections, such as counters that keep track of the order in which messages were sent and checksums that help network applications detect data corruption or tampering.
How Network Devices Use Protocols
The operating systems of network devices include built-in support for some lower level network protocols. All modern desktop computer operating systems support both Ethernet and TCP/IP, for example, while many smartphones support Bluetooth and protocols from the Wi-Fi family. These protocols ultimately connect to the physical network interfaces of a device, like its Ethernet ports and Wi-Fi or Bluetooth radios.
Network applications, in turn, support the higher level protocols which talk to the operating system. A Web browser, for example, is capable of translating addresses like http://lifewire.com/ into HTTP packets that contain the necessary data that a Web server can receive and in turn send back the correct Web page. The receiving device is responsible for re-assembling individual packets into the original message, by stripping off the headers and footers and concatenating packets in the correct sequence.
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The data link layer or layer 2 is the second layer of the seven-layer OSI model of computer networking. This layer is the protocol layer that transfers data between adjacent network nodes in a wide area network (WAN) or between nodes on the same local area network (LAN) segment. The data link layer provides the functional and procedural means to transfer data between network entities and might provide the means to detect and possibly correct errors that may occur in the physical layer.
The data link layer is concerned with local delivery of frames between devices on the same LAN. Data-link frames, as these protocol data units are called, do not cross the boundaries of a local network. Inter-network routing and global addressing are higher-layer functions, allowing data-link protocols to focus on local delivery, addressing, and media arbitration. This way, the data link layer is analogous to a neighborhood traffic cop; it endeavors to arbitrate between parties contending for access to a medium, without concern for their ultimate destination. When devices attempt to use a medium simultaneously, frame collisions occur. Data-link protocols specify how devices detect and recover from such collisions, and may provide mechanisms to reduce or prevent them.
Examples of data link protocols are Ethernet for local area networks (multi-node), the Point-to-Point Protocol (PPP), HDLC and ADCCP for point-to-point (dual-node) connections. In the Internet Protocol Suite (TCP/IP), the data link layer functionality is contained within the link layer, the lowest layer of the descriptive model.
Bridging Features
Bridging takes place at the data link layer and is based on the MAC addresses of the end user equipment. The typical wireless bridge contains a table of MAC addresses and bridge ports. Packets are forwarded to the correct bridge port based on the MAC address table information. Your data link layer feature evaluation includes the following features.
MAC Address Table Size
The MAC address table of a wireless bridge is finite in size. The table might be large enough to contain one or two thousand MAC addresses or small enough to contain only one. In most cases, the MAC address table size is larger than the number of simultaneous end user connections.

Number of Simultaneous Connections
Each wireless AP or bridge is designed to connect to only a specific number of end users at the same time. In general, the more simultaneous users it supports, the higher the cost of the wireless bridge or AP.
TIP
Sometimes, an equipment vendor's advertising confuses the MAC address table size with the number of simultaneous end user connections. For example, an advertisement might state that one AP can support up to 1000 users. The ad might fail to mention that only 128 of the users can be connected at the same time. This type of error can be caused by an error on the part of the person preparing the advertisement. This person might be unclear about MAC address table size versus the number of simultaneous connections. If you see claims like this that appear to be excessive or too good to be true, ask the vendor to confirm that the advertised information is correct.
A wireless bridge is designed to support many wireless users, typically from 50 to several hundred. One special type of wireless bridge is called an Ethernet converter. Originally, an Ethernet converter was designed to bridge between one Ethernet port (on one computer) and a wireless WAN. Currently, Ethernet converters are available that support bridging between up to eight computers and the wireless WAN. This expanded Ethernet converter is called a super Ethernet converter (SEC).
Spanning Tree Protocol
Most wireless point-to-point bridges implement the 802.3 Spanning Tree Protocol. In bridged networks, it is important to avoid routing loops (more than one simultaneous path). The 802.3 Spanning Tree Protocol senses the presence of routing loops and disables one route to avoid looping.
Switching
Wireless APs occasionally contain a built-in switch. The switch allows Ethernet connectivity from the AP to a number of Ethernet devices without needing to purchase an external switch.




Support for VLAN Tagging
Virtual LAN (VLAN) tagging allows the definition of a VLAN, as opposed to a geographically located LAN. Support for VLAN tagging allows the wireless device to support the operation of a VLAN.
MAC Sublayer Features
The MAC layer is a sublayer of the data link layer (Layer 2) in the OSI reference model. MAC features can be either standards-based or proprietary. In all cases, the primary purpose of the MAC sublayer is to provide reliable data delivery over the inherently noisy and collision-prone wireless medium. The MAC sublayer performs the following general functions:
· Error control—The MAC sublayer implements a frame-exchange protocol with an acknowledgment procedure. This procedure maximizes the chance that every packet is delivered error free across the wireless link.
· Congestion management—The MAC sublayer works to minimize congestion on the wireless medium. The MAC sublayer utilizes several methods to determine which station is allowed to gain access to the wireless medium. The 802.11b MAC specifications contain both a CSMA/CA contention-based access scheme and a polling-based access scheme. Most 802.11b equipment does not implement the polling feature.
· Packet aggregation— The MAC sublayer can maximize throughput by aggregating several small packets together into one larger packet. This reduces the number of times the wireless equipment must switch back and forth between receive and transmit (the switching time is also called the turnaround time), thereby making more time available to pass data traffic.
· Data protection—Encryption (in general) can take place at several different layers; however, WEP encryption takes place at the MAC level. 64-bit and 128-bit WEP encryption schemes are in common use.
Data Link Layer Security Features
The following sections analyze data link layer security features that might be offered by the equipment that you are evaluating.



MAC Address Access Control Lists
When providing wireless Internet access, it is desirable to deny access to any end user whose account is not current or who is not authorized to use your network. Most APs allow you to configure an access control list (ACL). Unless the ACL contains the specific MAC address of an end user, that end user will not be allowed to connect to the AP.
Protocol Filtering
Protocol filtering permits you to deny bridging based on the Layer 2 packet protocol. Protocols such as IPX, NetBEUI, DECNet, or AppleTalk can be denied.
MAC Address Pair Filtering
In bridged networks, it is occasionally desirable to provide filtering for specific address pairs. The filtering can either allow a connection between two specific MAC addresses, or it can deny a connection between two specific MAC addresses.
Authentication
Authentication is the process that a network uses to determine if an end user is allowed to connect to the network. Authentication schemes require an exchange of management frames between the authenticator (the network) and the end user who is requesting network access. Simple authentication schemes provide minimal security, whereas more complex schemes provide higher levels of security.
Several network layers are typically involved in the authentication process; however, because Layer 2 plays a prominent role, authentication is outlined here.
Open-system authentication is the least secure; it simply requires a station to identify itself to an AP and request that it be granted authentication.
A more secure authentication system is shared-key authentication using WEP. The shared key is distributed to all stations that are authorized to use the network. The stations use the shared key to respond to challenge text sent to them by the AP. If a station responds to the challenge text correctly, the AP grants network access.
A more secure authentication system is based on one of the 802.1x authentication types defined in the Extensible Authentication Protocol (EAP). EAP is defined in RFC 2284 and includes a number of different authentication methods. 802.1x requires using three entities:
· A supplicant (the station requesting authentication)
· The authenticator (typically the AP)
· The authentication server (such as a Remote Authentication Dial-In User Service [RADIUS] server)
EAP implementations typically allocate a new encryption key each time a wireless user begins a new session. A number of wireless vendors provide proprietary authentication features that are based on EAP and 802.1x. In the future, 802.11i wireless standards will likely evolve out of the current 802.1x standards.
Encryption
Sending an unencrypted packet over the air increases the chances that an unauthorized person could intercept and decode the packet. A variety of encryption schemes make it harder for this to occur. In addition to WEP encryption (already described), other available encryption schemes include the following:
· Data Encryption Standard (DES)—A 64-bit encryption standard with a user-selected encryption key.
· Triple DES (3DES)—Uses three 64-bit keys. The first key encrypts the data, the second key decrypts the data, and the third key re-encrypts the data.
· Advanced Encryption Standard (AES)—. It uses a Rijndael (pronounced "rain-doll") algorithm with either a 128-bit, 192-bit, or 256-bit encryption key. AES requires a math coprocessor; therefore, it might not be compatible with existing 802.11b hardware. The upcoming 802.11i standard includes AES.
Data Link Layer Proprietary Security Features
Some currently available wireless products contain a combination of proprietary Layer 2 security features and industry-standard security. It is beyond the scope of this chapter to list these product combinations here; however, they include combinations of encryption, per-session key exchange, and frame authentication to provide high levels of security.
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Often called layer 2 protocols, data link protocols exist in the protocol layer just above the physical layer relative to the OSI protocol model. Data link protocols provide communication between two devices. Because there are many different ways to connect devices, there are many different data link protocols. The defining factors are
· Dedicated point-to-point links between two devices, such as modem, bridges, or routers
· Shared media links in which multiple devices share the same cable (i.e., Ethernet LAN)
The PPP (Point-to-Point Protocol) that people use to connect to the Internet via a dial-up modem is an example of a data link protocol. Because the link between two systems is point to point, the bits are always delivered from sender to receiver in order. Also, unlike shared-media LANs in which multiple stations attempt to use the network, there is no contention.
Data link protocols may provide any of the following common Protocol Functions:
 
· Framing    Data is broken up into frames that are transmitted as independent units. If errors are detected in a frame, it is only necessary to retransmit that frame.

· Encapsulation adding control information, Address Error detection/correction bits, Protocol control.

· Fragmentation and reassembly Max packet size


· Connection control Connection oriented Signalling Graceful set-up and tear-down  

· Ordered delivery Deal with reordering Lost packets DLC

· Session setup and termination    for reliable services, session control messages are used by end systems to exchange status information about the session.

· Error detection    determines whether a frame has been delivered accurately. A checksum is calculated on a frame by the sender, and the receiver must perform the same calculation and come up with the same checksum. If not, the frame is considered corrupted. If reliable services are being used, the frame is retransmitted. For nonreliable services, the frame is dropped and upper-layer protocols are relied on to handle the problem.

· Multiplexing Enables multiple customers to use one “pipe” – MAC address allows sharing on LAN – In TDM address is the time slot – In the internet host id is the IP address – Socket addresses allow multiple applications to use the same IP address  

· Transmission services, e.g., priority and security Priority Security Other “layer” specific services, e.g., framing DLC

· Addressing on a multipoint medium such as a LAN    A computer's address is usually the hardwired address of the NIC (network interface card). e.g., MAC, link layer, IP addresses, and socket  

· Flow control    a technique that prevents the sender from sending more, overflowing the receiver with more data than it can handle.
Reliable services were essential in the days of dumb terminals that did not have the capabilities to perform error or frame checking. Today, end systems have their own processing power, so reliability services are not essential in the network itself. Instead, reliable services are executed on end systems. TCP is a reliable transport layer protocols that can replace network- level reliability services.

Data Link Layer Specific Functions 
Data Link layer provides a ‘error free’ point-to-point bit pipe for transmission of network layer PDU’s.
· Framing 
· Error Control 
· Flow Control 
· Error Detection
Framing
 Flags-Insert special bit patterns, called ‘flags’ at start and end of the frame.
Error and Flow Control Required procedures
· Network and data link layers only communicate via messages with specific data structures. The data link layer processes those structures with a set of procedures.
· From Network Layer-Fetch information from the network layer
· To Network Layer -Deliver information to the network layer
· From Physical Layer -Fetch information from the physical layer
· To Physical Layer-Deliver information to the physical layer
· Timers
· Start Timer
· Stop Timer
· Start Ack Timer
· Stop Ack Timer
·  Enable Network Layer -Turn on flow of information from the network layer
·  Disable Network Layer -Turn off flow of information from the network layer
· Networks are Asynchronous-Arrival time of packet and acknowledgments are unknown
· Arrival of packet and acknowledgments triggers some action by the protocol -Action is a function of the type of arrival, State of the protocol Examples:
1. FrameArrival
2. CksumErr (detected error)

Common Data Link Protocols
The most common data link level protocols are listed here with a short description. Note that most of these data link protocol are used for WAN and Modem Connections. LLC is a LAN data link protocol.
· SDLC (Synchronous Data Link Protocol)    this protocol was originally developed by IBM as part of IBM's SNA (Systems Network Architecture). It was used to connect remote devices to mainframe computers at central locations in either point-to-point (one-to-one) or point-to-multipoint (one-to-many) connections.

· HDLC (High-level Data Link Control)    this protocol is based on SDLC and provides both a best-effort unreliable service and a reliable service. It is used with various serial interface protocols defined in the physical layer, such as EIA/TIA-232, V.24, V.35, and others.

· SLIP (Serial Line Interface Protocol)    SLIP is a data link control facility for transmitting IP packets, usually between an ISP (Internet service provider) and a home user over a dial-up link. SLIP has some limitations, including a lack of any error-detection and correction mechanisms. It is up to higher-layer protocols to perform these checks. Used over much of the same serial interfaces as HDLC.

· PPP (Point-to-Point Protocol)    PPP provides the same functionality as SLIP (i.e., it is commonly used for Internet connections over dial-up lines); but it is a more robust protocol that can transport not only IP, but also other types of packets. Frames contain a field that identifies the type of protocol being carried (IP, IPX, and so on). It is used over much of the same serial interfaces as HDLC.
· LAP (Link Access Procedure)    LAP has reliability service features and comes in three varieties. LAPB (LAP Balanced) is a protocol that provides point-to-point connections on X.25 packet-switched networks. LAPD (LAP D-Channel) provides the data link control over the D channel of an ISDN (Integrated Services Digital Network) connection. LAPF (LAP Frame-Mode Bearer Services) provides the data link for frame relay networks.

· Frame Relay    LAP used with X.25 is highly reliable, but it also has high overhead. Frame relay does away with the reliability services (i.e., error-correction mechanisms are removed) to improve throughput.

· LLC (Logical Link Control)    The IEEE (Institute of Electrical and Electronic Engineers) defines this protocol in its 802.x family of networks standards. The ANSI FDDI standard also uses this protocol. LAN Data Link Controls
The IEEE (Institute of Electrical and Electronics Engineers) has defined a number of LAN technologies in the data link layer, including Ethernet, Fast Ethernet, Gigabit Ethernet, and token ring. You can refer to the related entries page for more information.
The actual data link layer is split into two sublayers, called the MAC (Medium Access Control) sublayer and the LLC (Logical Link Control) sublayer. The lower MAC layer defines the media access method, which can be CSMA/CD (carrier sense multiple access/collision detection), token ring, or other IEEE physical interface. The LLC sublayer provides a way for the network layer to communicate with one of these protocols.





[bookmark: _Toc490739197]2.4 FEATURES OF A NETWORK LAYER PROTOCOL.
The network layer provides the means of transferring variable-length data packets from a source to a destination host via one or more networks. Within the service layering semantics of the OSI network architecture, the network layer responds to service requests from the transport layer and issues service requests to the data link layer.
Functions of the network layer include:
Connectionless communication
For example, IP is connectionless, in that a data packet can travel from a sender to a recipient without the recipient having to send an acknowledgement. Connection-oriented protocols exist at other, higher layers of the OSI model.
Host addressing
Every host in the network must have a unique address that determines where it is. This address is normally assigned from a hierarchical system. For example, you can be "Fred Murphy" to people in your house, "Fred Murphy, 1 Main Street" to Dubliners, or "Fred Murphy, 1 Main Street, Dublin" to people in Ireland, or "Fred Murphy, 1 Main Street, Dublin, Ireland" to people anywhere in the world. On the Internet, addresses are known as IP addresses.
Message forwarding
Since many networks are partitioned into sub networks and connect to other networks for wide-area communications, networks use specialized hosts, called gateways or routers, to forward packets between networks.
A protocol that defines routing and addressing is considered to be a network layer, or Layer 3, protocol. OSI does define a unique Layer 3 protocol called Connectionless Network Services (CLNS), but, as usual with OSI protocols, you rarely see it in networks today. However, you will see many other protocols that perform the OSI Layer 3 functions of routing and addressing, such as the Internet Protocol (IP), Novell Internetwork Packet Exchange (IPX), or AppleTalk Dynamic Data Routing (DDR).
The network layer protocols have many similarities, regardless of what Layer 3 protocol is used. In this section, network layer (Layer 3) addressing is covered in enough depth to describe IP, IPX, and AppleTalk addresses. Also, now that data link layer and network layer addresses have been covered in this book, this section undertakes a comparison between the two.
Routing (Path Selection)
Routing focuses on the end-to-end logic of forwarding data. Figure shows a simple example of how routing works. The logic seen in the figure is relatively simple. For PC1 to send data to PC2, it must send something to R1, when sends it to R2, then on to R3, and finally to PC2. However, the logic used by each device along the path varies slightly.
PC1's Logic: Sending Data to a Nearby Router
In this example, PC1 has some data to send data to PC2. Because PC2 is not on the same Ethernet as PC1, PC1 needs to send the packet to a router that is attached to the same Ethernet as PC1. The sender sends a data-link frame across the medium to the nearby router; this frame includes the packet in the data portion of the frame. That frame uses data link layer (Layer 2) addressing in the data-link header to ensure that the nearby router receives the frame.
[image: http://ptgmedia.pearsoncmg.com/images/chap05_1587200945/elementLinks/05fig01.gif]
The main point here is that the originator of the data does not know much about the network—just how to get the data to some nearby router. In the post office analogy, it's like knowing how to get to the local post office, but nothing more. Likewise, PC1 needs to know only how to get the packet to R1.
R1 and R2's Logic: Routing Data Across the Network
R1 and R2 both use the same general process to route the packet. The routing table for any particular network layer protocol contains a list of network layer address groupings. Instead of a single entry in the routing table per individual destination address, there is one entry per group. The router compares the destination network layer address in the packet to the entries in the routing table, and a match is made. This matching entry in the routing table tells this router where to forward the packet next. The words in the bubbles in Figure point out this basic logic.
The concept of network layer address grouping is similar to the U.S. ZIP code system. Everyone living in the same vicinity is in the same ZIP code, and the postal sorters just look for the ZIP codes, ignoring the rest of the address. Likewise, in Figure everyone in this network whose IP address starts with 168.1 is on the Token Ring on which PC2 resides, so the routers can just have one routing table entry that means "all addresses that start with 168.1."
Any intervening routers repeat the same process. The destination network layer (Layer 3) address in the packet identifies the group in which the destination resides. The routing table is searched for a matching entry, which tells this router where to forward the packet next. Eventually, the packet is delivered to the router connected to the network or subnet of the destination host (R3), as previously shown in Figure.
R3's Logic: Delivering Data to the End Destination
The final router in the path, R3, uses almost the exact same logic as R1 and R2, but with one minor difference. R3 needs to forward the packet directly to PC2, not to some other router. On the surface, that difference seems insignificant. In the next section, when you read about how the network layer uses the data link layer, the significance of the difference will become obvious.
Network Layer Interaction with the Data Link Layer
In Figure, four different types of data links were used to deliver the data. When the network layer protocol is processing the packet, it decides to send the packet out the appropriate network interface. Before the actual bits can be placed onto that physical interface, the network layer must hand off the packet to the data link layer protocols, which, in turn, ask the physical layer to actually send the data. And as was described in Chapter 3, "Data Link Layer Fundamentals: Ethernet LANs," the data link layer adds the appropriate header and trailer to the packet, creating a frame, before sending the frames over each physical network.
The routing process forwards the packet, and only the packet, from end-to-end through the network, discarding data link headers and trailers along the way. The network layer processes deliver the packet end-to-end, using successive data-link headers and trailers just to get the packet to the next router or host in the path. Each successive data link layer just gets the packet from one device to the next. Figure 2 shows the same diagram as Figure 1 but includes the concepts behind encapsulation.



Increasing validity
Obtaining honest opinions and reducing the effect of desirable responses is helped by using anonymous questionnaires. There should be nothing on the form that could identify the respondent. If you must identify respondents, assure them that their names will not be associated with the responses in any way (and follow through on that). Remove names as soon as the purpose of the identification is accomplished, for example, giving extra credit, or checking status (e.g., does the person belong in the sample). Do this before analyzing the results, and inform respondents of the plan.
Question order
Here are some general suggestions that may conflict with one another in specific situations. Use your best judgment.
· Questions should follow a logical order. 
· Begin with factual, non-controversial questions. These help to establish a relationship with the topic that can smooth the way for more difficult or controversial questions later. 
· To encourage respondent interest, start with an interesting question. Leave the more simple questions for the end when the respondent may be getting tired or less interested.
· To avoid establishing a mind-set, general questions should precede specific ones. Compare these two question orders:

[image: http://ptgmedia.pearsoncmg.com/images/chap05_1587200945/elementLinks/05fig02.gif]

Network Layer and Data Link Layer Encapsulation
Because the routers build new data-link headers and trailers (trailers not shown in figure),and because the new headers contain data-link addresses, the PCs and routers must have some way to decide what data-link addresses to use. An example of how the router determines which data-link address to use is the IP Address Resolution Protocol (ARP). ARP is used to dynamically learn the data-link address of an IP host connected to a LAN. You will read more about ARP later in this chapter.
In short, the process of routing forwards Layer 3 packets, also called Layer 3 protocol data units (L3 PDUs), based on the destination Layer 3 address in the packet. The process uses the data link layer to encapsulate the Layer 3 packets into Layer 2 frames for transmission across each successive data link.
Network Layer (Layer 3) Addressing
One key feature of network layer addresses is that they were designed to allow logical grouping of addresses. In other words, something about the numeric value of an address implies a group or set of addresses, all of which are considered to be in the same grouping. In TCP/IP, this group is called a network or a subnet. In IPX, it is called a network. In AppleTalk, the grouping is called a cable range. These groupings work just like U.S.P.S. ZIP codes, allowing the routers (mail sorters) to speedily route (sort) lots of packets (letters).
Just like postal street addresses, network layer addresses are grouped based on physical location in a network. The rules differ for some network layer protocols, but the grouping concept is identical for IP, IPX, and AppleTalk. In each of these network layer protocols, all devices on opposite sides of a router must be in a different Layer 3 group, just like in the examples earlier in this chapter.
Routing relies on the fact that Layer 3 addresses are grouped together. The routing tables for each network layer protocol can have one entry for the group, not one entry for each individual address. Imagine an Ethernet with 100 TCP/IP hosts. A router needing to forward packets to any of those hosts needs only one entry in its IP routing table. This basic fact is one of the key reasons that routers can scale to allow tens and hundreds of thousands of devices. It's very similar to the U.S.P.S. ZIP code system—it would be ridiculous to have people in the same ZIP code live somewhere far away from each other, or to have next-door neighbors be in different zip codes. The poor postman would spend all his time driving and flying around the country! Similarly, to make routing more efficient, network layer protocols group addresses together.
With that in mind, most network layer (Layer 3) addressing schemes were created with the following goals:
· The address space should be large enough to accommodate the largest network for which the designers imagined the protocol would be used.
· The addresses should allow for unique assignment.
· The address structure should have some grouping implied so that many addresses are considered to be in the same group.
· Dynamic address assignment for clients is desired.
The U.S. Postal Service analogy also works well as a comparison to how IP network numbers are assigned. Instead of getting involved with every small community's plans for what to name new streets, the post service simply has a nearby office with a ZIP code. If that local town wants to add streets, the rest of the post offices in the country already are prepared because they just forward letters based on the ZIP code, which they already know. The only postal employees who care about the new streets are the people in the local post office. It is the local postmaster's job to assign a mail carrier to deliver and pick up mail on any new streets.
Also, you can have duplicate local street addresses, as long as they are in different ZIP codes and it all still works. There might be hundreds of Main streets in different ZIP codes, but as long as there is just one per ZIP code, the address is unique. Layer 3 network addresses follow the same concept—as long as the entire Layer 3 address is unique compared to the other Layer 3 addresses, all is well.
Example Layer 3 Address Structures
Each Layer 3 address structure contains at least two parts. One (or more) part at the beginning of the address works like the ZIP code and essentially identifies the grouping. All instances of addresses with the same value in these first bits of the address are considered to be in the same group—for example, the same IP subnet or IPX network or AppleTalk cable range. The last part of the address acts as a local address, uniquely identifying that device in that particular group. Table outlines several Layer 3 address structures.
	Protocol
	Size of Address in Bits
	Name and Size of Grouping Field in Bits
	Name and Size of Local Address Field in Bits

	IP
	32
	Network or subnet (variable, between 8 and 30 bits)
	Host (variable, between 2 and 24 bits)

	IPX
	80
	Network (32)
	Node (48)

	AppleTalk
	24
	Network* (16)
	Node (8)

	OSI
	Variable
	Many formats, many sizes
	Domain-specific part (DSP—typically 56, including NSAP)

	*Consecutively numbered values in this field can be combined into one group, called a cable range.



Routing Protocols
Conveniently, the routing tables in the example based on Figure 2 had the correct routing information already in their routing tables. In most cases, these entries are built dynamically by use of a routing protocol. Routing protocols learn about all the locations of the network layer "groups" in a network and advertise the locations of the groups. As a result, each router can build a good routing table dynamically. Routing protocols define message formats and procedures, just like any other protocol. The end goal of each routing protocol is to fill the routing table with all known destination groups and with the best route to reach each group.
The terminology relating to routing protocols sometimes can get in the way. A routing protocol learns routes and puts those routes in a routing table. A routed protocol is the type of packet forwarded, or routed, through a network. In Figures 1 and 2, the figures represent how IP packets are routed, so IP would be the routed protocol. If the routers used the Routing Information Protocol (RIP) to learn the routes, then RIP would be the routing protocol.
Later in this chapter, the section titled "IP Routing Protocols" shows a detailed example of how routing protocols learn routes.
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On completion of this section you will be able to monitor a computer network.
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1. Monitoring is performed by using computer network monitoring tools.
2. Monitoring describes activities by means of a report. 
3. Monitoring identifies common network problems.
 








[bookmark: _Toc490739199]3.1 INTRODUCTION		 
Network monitoring is a frequently used IT term. Network monitoring refers to the practice of overseeing the operation of a computer network using specialized management software tools. Network monitoring systems are used to ensure availability and overall performance of computers (hosts) and network services. They let admins monitor access, routers, slow or failing components, firewalls, core switches, client systems and server performance among other network data.
Network monitoring is a computer network's systematic effort to detect slow or failing network components, such as overloaded or crashed/frozen servers, failing routers, failed switches or other problematic devices. In the event of a network failure or similar outage, the network monitoring system alerts the network administrator (NA). Network monitoring is a subset of network management.
Network monitoring is generally carried out through software applications and tools. Network monitoring services are widely used to detect whether a given Web server is functioning and connected properly to networks worldwide. Many servers that perform this function provide a more complete visualization of both the Internet and networks.
While constantly monitoring the health/reliability of a network and searching for trends, the monitoring system tracks and logs network parameters. These include data transmission rate (throughput), error rates, downtime/uptime, use-time percentages, and response time to user and automated inputs and requests. When predetermined parameter thresholds are reached, alarms are triggered and network fault management processes are initiated.
While an intrusion detection system monitors a network for threats from the outside, a network monitoring system monitors the network for problems caused by overloaded or crashed servers, network connections or other devices.
For example, to determine the status of a web server, monitoring software may periodically send an HTTP request to fetch a page. For email servers, a test message might be sent through SMTP and retrieved by IMAP or POP3.
Commonly measured metrics are response time, availability and uptime, although both consistency and reliability metrics are starting to gain popularity. The widespread addition of WAN optimization devices is having an adverse effect on most network monitoring tools, especially when it comes to measuring accurate end-to-end delay because they limit round-trip delay time visibility.[1]
Status request failures, such as when a connection cannot be established, it times-out, or the document or message cannot be retrieved, usually produce an action from the monitoring system. These actions vary; An alarm may be sent (via SMS, email, etc.) to the resident sysadmin, automatic failover systems may be activated to remove the troubled server from duty until it can be repaired, etc.
Monitoring the performance of a network uplink is also known as network traffic measurement.
Key Features in Network Monitoring
A network monitoring system is capable of detecting and reporting failures of devices or connections. It normally measures the CPU utilization of hosts, the network bandwidth utilization of links, and other aspects of operation. It often sends messages—sometimes called watchdog messages—over the network to each host to verify it is responsive to requests. When failures, unacceptably slow response or other unexpected behavior is detected, these systems send additional messages called alerts to designated locations such as a management server, an email address or a phone number to notify system administrators.
Network Monitoring Software Tools
The ping program is one example of a basic network monitoring program. Ping is a software tool available on most computers that sends Internet Protocol (IP) test messages between two hosts.
Anyone on the network can run basic ping tests to verify the connection between two computers is working and also to measure the current connection performance.
While ping is useful in some situations, some networks require more sophisticated monitoring systems in the form of software programs that are designed for use by professional administrators of large computer networks.
Examples of these software packages are HP BTO and LANDesk.
One specific type of network monitoring system is designed to monitor the availability of web servers. For large enterprises that use a pool of web servers that are distributed worldwide, these systems help to quickly detect problems at any location. Website monitoring services available on the Internet include Monitis.



[bookmark: _Toc490739200]3.2 MONITORING IS PERFORMED BY USING COMPUTER NETWORK MONITORING TOOLS.	 
What is Computer Monitoring?
Computer monitoring is the use of a system that collects all relevant data of a network's computers, analyzes it and ensures a proper working IT infrastructure. With computer monitoring the sysadmin can easily keep track of his whole network environment.
Be in control of your network computers
Damaged hard disks, connection failures, malware - hardware and software problems occur all the time in medium-sized companies.
There seems to always be a problem with at least one computer – much to the frustration of workers. IT support departments are responsible for tackling these issues and quickly limiting damage. But work interruptions ultimately lead to higher costs.
It is therefore a good idea to take precautionary measures instead of chasing problems as they arise. Central monitoring spots problems before they can happen and is quick to send alerts.
Simple Network Management Protocol
Simple Network Management Protocol is a popular management protocol that includes network monitoring software. SNMP is the most widely used network monitoring and management protocol. It includes:
· The devices in the network that is being monitored
· Agent software on the monitored devices
· A network management system (NMS), which is a toolset on a server that monitors each device on a network and communicates information about those devices to an IT administrator. 
Administrators can use SNMP monitor and manage aspects of their networks by:
· Gathering information on how much bandwidth is being used on the network
· Active polling the network devices to ask for a status at specified intervals
· Notifying the admin by text message of a device failure
· Collecting error reports, which can be used for troubleshooting
· Emailing an alert when the server reaches a specified low disk space level
In the high-stakes, cat-and-mouse game of cyber security, the only real constant is change. The number of new threats is escalating, and the attack surface is growing, too. Businesses today rely more extensively than ever on Internet-connected devices, services and data -- from machine-to-machine communication and the Internet of Things (IoT), to bring your own devices (BYODs) and bring your own cloud (BYOC) applications.
One thing this tidal wave of new targets has in common? Their exposure to network-borne threats is 24/7. From Heartbleed to FREAK, criminals continually exploit low-hanging fruit by finding new bugs in widely deployed software and old gaps that resurface in new technologies.
Effectively spotting and stopping these evolving network threats requires not just vigilance, but new approaches. It's unrealistic to expect enterprise defenses to block all attacks or eliminate all vulnerabilities. Furthermore, manual threat assessment and intervention simply cannot scale to meet these challenges. Network security monitoring that is more pervasive, automated and intelligent is critical to improve situational awareness and drive timely threat response.
Network Integrity Monitoring
Integrity monitoring is a very common practice on server security, generally done inside a file system, where it creates a cryptographic checksum of all your files and if something changes you get an alert. Useful, no? This is called FIM (file integrity monitoring).
What we don’t see often is this kind of integrity checking being done to your Internet assets. What if someone modifies your site in the middle of the night? Or changes the registration information of your domain? When will you find it out?
The File Integrity Monitoring Solution
To help protect your sensitive data and maintain compliance, you need to detect changes down to the tiniest detail in real time. This is accomplished by establishing a baseline state and monitoring for file changes relative to the baseline.
The problem is it’s impractical to monitor every application or device in your network all the time. In addition, today’s networks are far too complex to be monitored manually, and this reality holds true even in small to mid-sized enterprises.


For this reason, you need a solution that helps you take control of all these changes minus the risks of manual editing. This is what File Integrity Monitoring (FIM) is for.
File Integrity Monitoring at a Glance
Also known as change audit, a file integrity monitoring tool monitors files of all types and identifies changes in these files that can potentially put your sensitive data at risk. Files monitored include configuration files, executables, registry files, file and directory indexes, permissions, and tables.
Your FIM of choice should not only detect changes. It should also help you control what should be monitored for change and help you rectify issues brought about by any undesirable changes.
In essence, any file integrity monitoring solution should provide you with the following details:
· What function or application made a change
· When a change was made
· Who initiated the change
· Before-and-after state of the file
· Determine if the change was authorized or not
File Integrity Monitoring Features to Look For
Next to the aforementioned basic FIM functions, the following describes the features you should be looking for when evaluating any file integrity monitoring solution.
[bookmark: _Toc490467774]1. Multiple Platform Support
It’s not uncommon for a typical enterprise today to run on Windows, Linux, Solaris, AIX or even HP-UX. For this reason, it’s best to look for an FIM solution than can monitor multiple platforms without incompatibility issues.
[bookmark: _Toc490467775]2. Easy Integration
The FIM of your choice should be able to seamlessly work with other data security solutions such as correlating change data with event and log data. This allows your team to quickly identify, trace, and relate problem-causing changes with each other.
A great example of this is how Cimtrak complements anti-virus or other malware preventing technologies by acting as a last line of defense. CimTrak detects changes caused by malware which may not yet be signatured and potentially bypass your existing security defenses.
[bookmark: _Toc490467776]3. Extended Perimeter Protection
Go for a file integrity monitoring solution that extends beyond change detection in files and its attributes. Your FIM solution should also take network devices into account such as firewalls, routers, switches, and VPN (virtual private network) concentrators.
[bookmark: _Toc490467777]4. Smarter Change Detection
Detecting a change at a minimum means identifying if a hash of the file has changed. A more robust file integrity monitoring solution can look at several attributes related to a file in addition to the hash.
All of this additional metadata provides greater insight of the true nature of the change. For example, changing the owner of a file does not change its contents. This means the hash would stay the same. However, a more sophisticated FIM allows you to understand if the file’s owner has been changed. Most FIM solutions today are unable to provide the “who changed the data” information.
[bookmark: _Toc490467778]5. Multi-Level Logging and Simplified Reporting
Old school FIM solutions typically run on each individual machine. Modern FIM tools like CimTrak provide an integrated view of all changes throughout the network. This allows you to manage all of the servers in a single view.
Another thing to look for in an FIM solution is high-level reporting of rollup information. Ideally, your FIM tool should have a sophisticated dashboard that allows you to examine the state of your infrastructure at an advanced level and consequently drill down volumes of change data into actionable information.
[bookmark: _Toc490467779]6. Simplified Rule Configuration
Your FIM solution should have a method to easily define monitoring rules for a server or device. In addition, there should be a mechanism to replicate those rules to many devices across your infrastructure.
[bookmark: _Toc490467780]7. Real-Time Monitoring
This feature safeguards the integrity of your IT infrastructure by comparing misconfigurations in real time against your internal standards or external policies for compliance and security best practices.
As revealed in Verizon's 2015 Data Breach Investigations Report, exfiltration can begin within minutes to hours during a breach. This provides an extremely narrow window during which you can detect and stop the threat. Real-time monitoring is a feature that can make or break your organization's continuity of operations.
The Importance of Network Threat Visibility
According to the Ponemon Institute's "2014 Cost of Cyber Crime: United States," the most costly cybercrimes are those caused by denial of service attacks, malicious insiders and malicious code, leading to 55% of all costs associated with cyberattacks. Not surprisingly, costs escalate when attacks are not resolved quickly. 
The increasing frequency, diversity and complexity of network-borne attacks is impeding threat resolution. Cisco's 2015 Annual Security Report found that criminals are getting better at using security gaps to conceal malicious activity; for example, moving beyond recently fixed Java bugs to use new Flash malware and Snowshoe IP distribution techniques (increasing spam by 250%) and exploiting the 56% of Open SSL installations still vulnerable to Heartbleed, and others, or enlisting end users as cybercrime accomplices.
In this era of BYOD, BYOC, IoT and more, achieving real-world security for business-essential connectivity requires more visibility into network traffic, assets and patterns. "By understanding how security technologies operate," Cisco's report concluded, "and what is normal (and not normal) in the IT environment, security teams can reduce their administrative workload while becoming more dynamic and accurate in identifying and responding to threats and adapting defenses."
Be aware of the risks
Perkins recommends deploying network security monitoring technologies based on risk. At a minimum, every enterprise should take fundamental steps, including properly segmenting networks and defending business assets with traditional network firewalls, intrusion prevention systems (IPS), secure Web gateways and endpoint protection tools. These defenses serve as sentries -- armed guards stationed at key entrances to ward off basic threats and sound alarm at the first sign of attack. For threat-tolerant businesses with low-risk, these fundamentals may be sufficient.
However, most organizations at risk will want to consider more advanced network security monitoring tools and capabilities such as next-generation and application firewalls, network access control (NAC), enterprise mobility management (EMM), and security information and event management (SIEM). These technologies go deeper by examining more traffic content or endpoint characteristics. They broaden visibility by monitoring more network elements, including mobile devices and activities. Ultimately, they can produce more actionable intelligence by knitting together disparate events into more cohesive threat alerts -- especially for advanced persistent threats that might otherwise be missed entirely.
Finally, risk-intolerant organizations may wish to go even further, using network and endpoint forensics to routinely record all activity, enabling look-back traffic, and payload and behavior analysis. Unlike real-time monitoring technologies, forensics tools focus on identifying past compromises -- but this can be important to spot, for example, those long-running insider attacks. Forensics can also help enterprises identify gaps in their defenses, enabling them to adapt and to better prevent future attacks.
Put Network Security Monitoring Tools to Work
To take advantage of new advanced network security monitoring tools, it can help to get a handle on industry advances and why new technologies and capabilities have emerged.
Let's start with that staple of network monitoring, the traditional network firewall. Single-function firewalls long ago morphed into unified threat management (UTM) platforms, which combine firewall, IPS, VPN, Web gateway, and antimalware capabilities. However, even UTMs tend to focus on network traffic inspection. When application payload is examined, it's for a specific reason such as blocking a blacklisted URL, content type or recognized malware.
In contrast, next-generation firewalls are application-aware. That is, they attempt to identify the application riding over a given traffic stream -- even an SSL-encrypted session -- and apply policies specific to that application and perhaps to the users, groups or roles. For example, a next-generation firewall isn't limited to blocking all traffic to Facebook. It can allow only marketing employees to post to Facebook, but not to play Facebook games. Or it can simply monitor how workers interact with Facebook and generate alerts when activity deviates from that baseline. This granularity is only possible because the firewall can identify applications and their features -- including new applications it will learn about in the future. Increasingly, next-generation firewalls are learning through machine-readable feeds that not only deliver new threat signatures but intelligence about new attacks and IPs, devices or users with bad reputations. This ability to adapt and learn is key to keeping up with new cyberthreats.
While intrusion prevention remains a cornerstone of network monitoring, it has expanded in several dimensions. First, as enterprise networks move from wired to wireless access, wireless IPS has become essential. At a minimum, enterprises can use rogue detection built into wireless LAN controllers. Risk-averse enterprises may invest in wireless IPS to scan the network 24/7 for threats, including some otherwise hidden IoT and unauthorized BYOD communication.
Second, intrusion prevention now extends beyond the enterprise network to mobile devices. For example, EMMs can be used to routinely assess mobile device integrity, alerting administrators to jailbroken, rooted or malware-infected devices and automatically protect the enterprise by removing network connections or business applications from those devices. The ability to look beyond the traditional enterprise network edge is key to avoiding blind spots.
SIEM technologies have also evolved from simply aggregating and normalizing events produced by enterprise network-connected systems and applications; now it combs that data with contextual information about users, assets, threats and vulnerabilities to enable correlation and analysis. According to Gartner, SIEM deployment is growing, with breach detection now overcoming compliance as the primary driver. As a result, SIEM vendors have expanded capabilities that target breach detection, such as threat intelligence, anomaly detection and network-based activity monitoring -- for example, integrating NetFlow and packet capture analysis. SIEM not only helps enterprises pull monitored data together, but now it can intelligently sift through that haystack to pinpoint internal and external threats.
A new market segment has started to emerge: breach detection system. These technologies are being driven by startups that are working to apply big data analytics to monitored information, profiling user- and device-behavior patterns to detect breaches and facilitate interactive investigation. According to NSS Labs, a BDS can identify pre-existing breaches as well as malware introduced through side-channel attacks -- but should be considered a "last line of defense against breaches that go undetected by current security technologies, or are unknown by these technologies." Risk-intolerant enterprises that have tried other advanced security monitoring tools but are plagued by advanced, persistent threats may wish to investigate this new technology.
When attacks inevitably break through enterprise network defenses and evade real-time detection, another advanced monitoring tool can be helpful: network forensics appliances. Network forensics also analyzes monitored data, but in a different way, for a different purpose. Like a network DVR, these passive appliances record and catalog all ingress and egress traffic. By delivering exhaustive full-packet replay, analysis and visualization quickly, network forensics appliances support cybercrime investigation, evidence gathering, impact assessment and cleanup. Here, the idea is to avoid limitations associated with real-time monitoring -- that is, having to spot everything important right when it happens. Network forensics makes it possible to go back and take a second look, to find what other monitoring systems might have missed.
[bookmark: _Toc490467784]WHAT KIND OF DATA IS GATHERED?
[image: https://assets.paessler.com/common/files/graphics/landing-page/step-1.png]

[bookmark: _Toc490467785]CPU UTILIZATION AND OPERATING TEMPERATURE
An important part of computer monitoring is to keep track of the CPUs in your network. It informs you about CPU Utilization, CPU temperature and performance. CPU monitoring helps you to identify possible problems before they become critical.
 
[image: https://assets.paessler.com/common/files/graphics/landing-page/step-2.png]

[bookmark: _Toc490467786]MEMORY USAGE
For peak performance of your entire network you have to monitor memory usage. With monitering you are able to use preconfigured sensors like the WMI Memory Sensor, the SNMP Memory sensor or the SSH Meminfo Sensor. It's easy to keep track of your memory usage and avoid bottlenecks in your network with it.
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[bookmark: _Toc490467787]BANDWIDTH REQUIREMENTS
It computer monitoring tracks your network bandwidth. With bandwidth monitoring you can measure the available bandwidth and real-time data such as download and upload speeds. Detect bandwidth overloads in an instant and prevent network strain.
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[bookmark: _Toc490467788]
FREE HARD DISK SPACE
Aborting installations, failing backups or disappearing user files - a common cause of such problems is a lack of disk space. Disk Space Monitoring is the solution for keeping the overview of your memory capacities. Use computer monitoring to visualize all memory capacities in one dashboard and ensure the smooth functioning of your business processes.
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[bookmark: _Toc490467789]SYSTEM INFORMATION
Computer monitoring is a great way to gather all the information about your IT infrastructure. System information is available for all devices you can add. See details about a device such as connected hardware, installed software or running processes at a glance.
[bookmark: _Toc490467790]Ways to monitor what your users are doing with computers
#1: Use auditing to monitor access to files
On a Windows network, you can keep tabs on which files employees open — or even failed attempts to access files —by using the audit policy feature that's built into the operating systems. In Windows 2000 and above, auditing is enabled via Group Policy. Setting up auditing of access to files and folders is a two-step process: First, you must enable auditing in the Group Policy interface; then, you must set auditing in the properties of the particular network objects (files or folders) you want to audit. For detailed instructions on how to set up auditing of access to files, folders, and printers on a Windows XP computer
#2: Examine cached Web files
If you have only a few computers and want to find out what Web sites their users are visiting, you may be able to do it without buying any special software if you examine the Web browser's cache (called Temporary Internet Files in Internet Explorer). Copies of the pages and graphics that a user downloads are stored here so they can be more quickly displayed if the user wants to go back to the same page. However, savvy users who visit sites they don't want you to know about may clear the cache to prevent you from seeing these files.
You can make this circumvention more difficult on Windows XP computers by using the User Restrictions Tool in Microsoft's free Shared Computer Toolkit to deny users access to the Internet Options selection on the Tools menu, which is the interface for accessing and clearing the History and Temporary Internet Files.
#3: Monitor Web access at the firewall
Another way to monitor which Internet Web sites users are visiting is to configure your firewall to report on Web sites accessed according to user name and/or computer name. Enterprise-level perimeter firewalls, such as Microsoft's ISA Server, Cisco PIX, and CheckPoint Firewall-1, either have built-in reporting features or have add-ons available that can provide reports of all Web sites accessed through the firewall and from what account and computer they were accessed.
See your firewall's documentation on how to set up reporting or check out these add-on products:
· SurfControl
· Websense
· GFI WebMonitor
#4: Filter Web access by URL
You can go a step further. Rather than just monitoring which Web sites employees visit, actually block undesirable sites. This is an especially good tactic in the case of pornographic sites that could subject your company to sexual harassment lawsuits or sites that are known to contain malicious software downloads, such as some hacker sites. You might also want to block certain "recreational" sites (entertainment topics, chat sites, etc.) to prevent employees from wasting time when they should be working.
There are hundreds of blocking programs available, ranging from those intended for home users (NetNanny, Cybersitter) to powerful enterprise-level packages such as those made by SurfControl, Websense, and GFI referenced above.
#5: Filter Web access by keywords
The problem with URL or domain name filtering is that you have to know the URLs of the sites you want to monitor or block. Many companies maintain blacklists of Web sites that have been determined to be undesirable according to particular criteria (including the vendors of most Web-blocking software). However, even if these lists are updated frequently, it's doubtful they'll contain all undesirable Web sites.
Instead of blocking sites just by address, some application filtering firewalls and add-on Web-blocking programs can filter sites by keywords.
#6: Monitor incoming and outgoing e-mail messages
You can monitor employees' e-mail messages using programs such as Spector CNE from SpectorSoft. It combines the features of its Spector Pro monitoring software for consumers with installation, configuration, and deployment capabilities for corporate networks. You can automatically capture and review both sent and received messages and set up alerts to notify you instantly if particular words or phrases are detected. CNE also monitors IM communications, Web browsing, and other Internet activity and includes keystroke logging and snapshot recording.
#7: Monitor instant messages (IMs)
Because they're exchanged in real time and users sometimes type before they think, instant messages are often a source of security breaches. You can block instant messaging altogether by configuring your firewall to block the ports used by IM programs or by using software such as Akonix Enterprise or Symantec IM Manager. However, since instant messaging can actually be useful in the business environment, assisting customers and enabling instantaneous communications with co-workers, vendors, etc., you may prefer to control it rather than block it. The Akonix and Symantec programs can also be used to control and monitor IM communications by applying policies to specific groups and users and capturing usage statistics and other information. You can, for example, allow chat but prohibit file-sharing features of IM programs.
#8: Use keyloggers to capture typed data
Keyloggers record all information that's typed on a computer's keyboard and come in two types: hardware- and software-based. The hardware devices, such as KeyGhost, are small devices that install between the keyboard's connector and the PS2 or USB port on the computer. Software keyloggers can be configured to send the captured keystrokes to you on a remote computer and are often included as part of the functionality of a more broad-based monitoring program, such as CNE, or less expensive, consumer-oriented programs, such as SpyRecon.
#9: Use screen capture tools to find out what users are doing
Like keyloggers, screen capture utilities are often included in monitoring packages. Unlike keyloggers, they enable you to monitor what your employees read on their screens, not just information they type in. So in addition to finding out the URL of a Web site an employee visited, you can actually see the site that was displayed on his or her screen, an opened Word document or graphics file, the contents of a dialog box, a video game being played by the employee.
#10: Control what software employees can install or run
You can use built-in tools in Windows XP and Server 2003 to control employees' installation and running of software. Prevent users from installing programs via Group Policy's User Rights and use the Software Installation feature to manage the distribution of software throughout the organization. Then, you can use Group Policy's Software Restriction Policies to identity software running on your network's computers and to control whether those programs can run.







[bookmark: _Toc490739201]3.3 DESCRIBING ACTIVITIES BY MEANS OF A REPORT. 

The fast-growing network performance monitoring and diagnostics market is helping businesses support more complex environments and services through network visibility, performance issue detection and root cause analysis.
Leaders in this industry are innovating around cloud-based monitoring, better support for software-defined environments and more flexible deployment models, according to research firm Gartner. The research firm estimates that the network performance monitoring and diagnostics tool market, which is a segment of the lager network management space, sits at $1.6 billion and is growing at a compound annual growth rate of 20.7 percent. 
Reports for Network Monitoring
· [bookmark: _Toc490467792]Processor Utilization Report-This report displays the processor utilization of a particular network device over a period of time.
· [bookmark: _Toc490467793]Memory Utilization Report-This report displays the percentage of free memory on a particular network device over a period of time.
· [bookmark: _Toc490467794]Interface Traffic Volume Report-This report displays the rate of inbound and outbound traffic that goes through the selected port or interface over time.
· [bookmark: _Toc490467795]Interface Error Packet Analysis Report-This report displays the percentage of error packets or discarded packets, both inbound and outbound, for the selected port or interface.
· [bookmark: _Toc490467796]Interface Packet Analysis Report-This report display the types of packets (unicast or nonunicast) that traverse the selected port or interface.
· [bookmark: _Toc490467797]Custom Performance Report-This report displays performance counter values.
[bookmark: _Toc490467798]WHY USE A NETWORK REPORTING TOOL?
Using a network reporting tool such as PRTG Network Monitor helps administrators to keep control of their networks: identify network and bandwidth usage trends, monitor the availability and uptime of network devices, and check performance metrics such as CPU and RAM usage of your servers and computers. The PRTG network reporting tool collects the monitoring data and displays it in easy to read reports and graphs.
[bookmark: _Toc490467799]



ADVANTAGES OF USING NETWORK REPORTING TOOL
It is a powerful and cost effective network monitoring software which makes it easy to generate detailed reports for administrators and summary reports, which give managers and other decision-makers a quick overview of the network and resource consumption.
It makes it easy to compare the current situation to historic data, which is very helpful for resource planning, Windows network troubleshooting, and to run an Ethernet performance test.
As it supports more than 200 sensor types and runs on all Windows versions from XP onwards, it gives you a complete overview of your network, allowing you to generate comprehensive and actionable reports: whether you want to monitor Hyper-V servers, troubleshoot Vista networks, check your VoIP connections for jitter noise, or find out which IP address consumes most bandwidth, you can be sure that it offers you an easy and intuitive way to do this.
The network reporting tool also allows you to make selected data available to the public or a defined set of users: you can publish graphs on your website, intranet, or grant certain users access to part of the monitoring data.
In addition, it also offers an iPhone interface which makes mobile network monitoring possible.

As a Network Administrator, a critical and sometimes unplanned task involved in IT infrastructure upkeep is creating and archiving actionable reports. Usually, such reports are quickly made and brought together when upper management needs help in making important decisions on capacity additions/device upgrades/SLA verifications. Your 24/7 network monitoring tool would have a lot of captured data accumulating to Gigabytes of disk space, but it is the tool's ability to provide immediate, intelligent reports that makes the difference in running a well-planned and optimized IT infrastructure.

[image: Network Performance Reporting]

[bookmark: _Toc490739202]3.4 IDENTIFYING COMMON NETWORK PROBLEMS.
If your network connection is not configured properly or suffers a technical failure, you will often see some error message displayed on the screen. Monitoring gives helpful clues to the nature of the issue. he impact that the multitude of devices, applications, and locations have on network and application performance can be startling – increased congestion, slow application response time, loss of user productivity and ultimately, chaos for you, the IT manager.
What Causes "Network Cable Unplugged" Errors?
These errors have several potential causes. Generally, the error message appears on a computer when an installed Ethernet network adapter is attempting, unsuccessfully, to make a local network connection.
Reasons for failure might include malfunctioning network adapters, bad Ethernet cables, or misbehaving network device drivers.
Some users who upgraded from older versions of Windows to Windows 10 have also reported this issue.



How Can "Network Cable Unplugged" Issues Be Resolved?
Try the following procedures to stop these error messages from appearing:
· Power cycle and reboot the computer. While rebooting is a common practice on Windows devices, simply restarting the operating system may not be enough. Turn the power off and then restart the device to ensure any temporary memory corruption issues are cleared.
If you're on a laptop, take the extra step of removing the battery and walking away for 10 minutes. Just unplug the laptop from power and remove the battery. When you get back, reattach the battery, plug the laptop back in, and start Windows again.
· Disable the Ethernet network adapter if you are not using it. This applies, for example, when running a Wi-Fi home network with computers that have built-in Ethernet adapters. To disable the adapter, double-click the small Network Cable Unplugged error window and choose the Disable option.
· Check both ends of the Ethernet cable connected to the adapter to ensure they are not loose. You may even go as far as replacing the network cable to verify that it isn't the cable that's the problem.
· Update the network adapter driver software to a newer version if available. If already running the latest available version, consider uninstalling and reinstalling the driver.
· Change the Ethernet adapter's Duplex settings (via Windows Device Manageror Network and Sharing Center) to use a "Half Duplex" or "Full Duplex" option instead of Auto Detect. This change can work around technical limitations of the adapter by changing the speed and timing at which it operates. Some users have reported having more success with the Half Duplex option, but note that this setting lowers the maximum total data rate that the device can support.
· On some older computers, the Ethernet adapter is a removable USB dongle, PCMCIA or PCI Ethernet card. Remove and re-insert the adapter hardware to verify the hardware is connected properly. If that doesn't help, try replacing the adapter if possible.
If none of the above procedures help, it's possible that the device on other end of the Ethernet connection, such as a broadband modem or network router, may be malfunctioning. Troubleshoot these devices as needed.

How IP Address Conflicts Happen
Two computers can acquire conflicting IP addresses in any of several ways:
· A system administrator assigns two computers on a LAN (local area network) the same static IP address
· A system administrator assigns a computer a static IP address within the local network's DHCP range (dynamic IP range), and the same address is automatically assigned by the local DHCP server.
· A malfunction in the network's DHCP server allows the same dynamic address to automatically be assigned to multiple computers. This can occur, for example, when a mobile device is put into a hibernate mode and then awakened later.
· An Internet Service Provider (ISP) accidentally assigns two customers the same IP address (either statically or dynamically).
Note that other forms of IP conflicts can also occur on a network. For example, one computer may experience an IP address conflict with itself if that computer is configured with multiple adapters. Network administrators may also create IP conflicts by accidentally connecting two ports of a network switch or network router to each other.
Recognizing IP Address Conflicts
The exact error message or other indication of IP conflicts varies depending on the type of device affected and the network operating system it runs.
On most Microsoft Windows computers, if you attempt to set a fixed (static) IP address that is already active on the local network, you will receive the following pop-up error message:
The static IP address that was just configured is already in use on the network. Please reconfigure a different IP address.
On newer Microsoft Windows computers having dynamic IP conflicts, you should receive a balloon error message in the Taskbar as soon as the operating system detects the issue:
There is an IP address conflict with another system on the network.
Sometimes, especially on older Windows computers, a message similar to the following may instead appear in a pop-up window:
The system has detected a conflict for IP address...
Resolving IP Address Conflicts
Try the following remedies for IP conflicts:
1. For networks where IP addresses are fixed (statically assigned), ensure each local host is configured with a unique IP address.
2. If your computer has a dynamically assigned address, releasing and renewing its IP address can work around IP address conflicts. See also: How to Release / Renew IP Addresses on Windows
3. If your broadband router is believed to have a faulty DHCP server causing IP conflicts on the home network, upgrading the router firmware may resolve this problem.
Use Valid File and Folder (Path) Names
Error 0x80070035 can occur when the network itself is working as designed but users make mistakes in typing in the network path name.
he path specified must point to a valid shared resource on the remote device. Windows file and/or printer sharing must be enabled on the remote device and the remote user given permission to access the resource. See also: How to Enable or Disable Windows File and Printer Sharing.
Other Specific Failure Conditions
Unusual system behavior including Network Path Cannot Be Found Errors can occur when computer clocks are set to different times. Keep Windows devices on a local network synchronized via Network Time Protocol (NTP) if possible.
Ensure that valid usernames and passwords are used when connecting to remote resources.
If any of the Microsoft system services related to File and Printer Sharing for Microsoft Networks fail, various errors can result. Rebooting the computer may be necessary to restore normal functionality.




Disable Local Firewalls
A misconfigured or misbehaving software firewall running on the initiating Windows device can cause this issue.
Temporarily disabling these firewalls (either the built-in Windows Firewall or third-party firewall software) allows a person to test whether running without it has any bearing on the error.  If it does, extra steps should be taken to change the firewall settings to avoid this error so that it can be re-enabled if necessary.
Note that home desktop PCs protected behind a broadband router firewall do not require their own firewall at the samee time, but mobile devices that can be taken away from home should generally keep their firewall active.
Reset TCP/IP
While average users need not get involved with the low level technical details of how an operating system works, power users like to be familiar with the more advanced troubleshooting options available. A popular method for workaround occasional glitches with Windows networking involves resetting the components of Windows running in the background that support TCP/IP network traffic.
While the exact procedure varies depending on Windows version, the approach generally involves opening a Windows command prompt and entering 'netsh' commands. For example, the command
Resets TCP/IP on Windows 8 and Windows 8.1. Rebooting the operating system after issuing this command is also required in order to return Windows to a clean state.
For more, see: How to Reset TCP/IP by using the NetShell Utility
[bookmark: _Toc490467809]A Duplicate Name Exists On the Network
After starting up a Microsoft Windows computer connected to a local network, you may see one of the following error messages:
"A duplicate name exists on the network"
"Duplicate name exists"
"You were not connected because a duplicate name exists on the network" (system error 52)
These errors will all prevent a Windows computer from joining the network. The device will start up and function in an offline (disconnected) mode only.
Why Duplicate Name Issues Occur on Windows
These errors are found only on networks which have old Windows XP PCs or are using Windows Server 2003. Windows clients display "A duplicate name exists on the network" when they detect two devices with the same network name. This error can be triggered in several ways:
· (most commonly) two Windows computers were given the same name Computer Name under Windows System Properties
· the local network has been set up to use a Windows Workgroup, and the name chosen for the workgroup is the same as the name of some other device on the network (such as a home broadband routers
· (least commonly) a Windows server on the network has been configured with two different network names
Note that the computer on which these errors are reported is not necessarily one of the devices having a duplicate name. Microsoft Windows XP and Windows Server 2003 operating systems use NetBIOS and the Windows Internet Naming Service (WINS) system to maintain a shared database of all the network names.
In the worst case, any and every NetBIOS device on the network might report these same errors. (Think of it as a neighborhood watch where devices are noticing a problem down the street. Unfortunately, the Windows error messages do not say exactly which neighbor devices are having the name dispute.)
Resolving Duplicate Name Exists Errors
To resolve these errors on a Windows network, follow these steps:
1. If the network is using a Windows workgroup, ensure the name of the workgroup is different than the name (SSID) of any routers or wireless access points
2. Determine which two Windows devices have the same name. Check each computer name in Control Panel.
3. In Control Panel, change the name of one of the offending computers to one that is not used by other local computers and also different from the Windows workgroup name, then reboot the device
4. On any device where the error message persists, update the computer's WINS database to remove any lingering reference to the old name.
5. If receiving system error 52 (see above), update the configuration of the Windows server so that it has only one network name.
6. Strongly consider upgrading any old Windows XP devices to a newer version of Windows.
How to Resolve Limited or No Connectivity Errors in Windows
When trying to set up or make network connections on a Windows computer, you may encounter an error message. This might result from any of several different technical glitches or configuration problems on the computer or on the path between the computer and the rest of the network. 
The error may look like on of these messages:
Limited or no connectivity: The connection has limited or no connectivity. You might be unable to access the Internet or some network resources.
The connection is limited
How to Troubleshoot and Resolve "Limited or No Connectivity" Errors
1. First, start with this How to Fix Common Internet Connection Problems guide.

If you don't have luck there, come back to this page and start with Step 2. 
2. Restart your computer. This is an extremely common step for nearly any computer problem, and since the network issue may be tied up in your computer software, you should start with a reboot.

You may have already tried this step, in which case you can move down to the next one. 
3. Reboot your router or modem. Note that I'm saying to reboot, not reset. Rebooting is just powering it down and then turning it back on, while resetting the router means to restore all of its settings back to default - a step that's a bit more destructive than what we're after right now.

If restarting your router doesn't work at all, or is only a temporary solution, continue with Step 3. 
1. If connecting to your network using an Ethernet cable, your cable may have failed. First, unplug the cable and then reattach it. Then, if you need to, temporarily replace your network cable with a new or different one to see if the problem has to do with the cable. 
2. Run this command in an elevated Command Prompt to reset the Windows TCP/IP stack to its original state, a step that often fixes lots of network related issues:
netsh int ip reset C:\logreset.txt
Here are some other netsh commands you can try if resetting the network adapter didn't fix the network error. Also in an elevated Command Prompt, enter the first command, then the second, then the third, in that order, pressing Enter after each of them.
netsh int tcp set heuristics disabled
netsh int tcp set global autotuninglevel=disabled
netsh int tcp set global rss=enabled
4. Then, run this command to verify that the settings were disabled:
netsh int tcp show global
Finish off with a reboot. 
1. If on Wi-Fi when you see this error, it's possible that the network adapter is going to sleep to conserve power. You can stop this from happening in the Power Management tab of the adapter.
Here's how: Find the Network and Sharing Center in Control Panel. Right-click the Wi-Fi connection, go into Properties, then hit the Configure button, and find the Power Management tab. Uncheck the option that lets the computer turn off the device to save power. 
2. If your network is using DHCP, first find your local IP address.
If the IP address is set to a static IP address, you need to change the adapter's settings so that it obtains an address automatically from the DHCP server. Follow the directions here to find the DHCP settings in Windows, and make sure that DHCP ends up enabled and that there isn't a specific IP address recorded for the adapter. If the local IP address your computer is using, starts with 169.254, it means it's invalid and isn't obtaining a useful address from the router. Try running the commands ipconfig /release and then ipconfig /renew in a Command Prompt. 
3. Try updating the device driver for the network card. An outdated card or corrupted driver might be the problem. 
4. If Windows prompts you to have it try to fix the connection itself itself, then agree to that and run the Network Troubleshooter or Network Repair utility (they're called different names depending on your version of Windows). 
5. If you're connected over Wi-Fi and the router is using wireless security, your WPA or other security key may not be set properly. Login to your router and check the wireless security configuration on your computer's network, and update if it necessary. 
6. If there's still no connection, unplug your router and connect the computer directly to your modem. If this configuration works, and you no longer see the error, your router might be malfunctioning.
Contact the router manufacturer for additional support. However, if the error remains and the network still appears to be down, contact your internet service provider for support - the problem may lie with them.
[bookmark: _Toc490467810]"Unable to Join Network Failure (error -3)" 
The error message "Unable to Join Network Failure (error -3)" appears on an iPhone when it fails to connect to a Wi-Fi network. In fact, the reasons for this issue are the same as for PCs failing to connect to a wireless home network or hotspot. To resolve these issues, do the following:
· Check the network name (SSID)setting on the iPhone to ensure it matches that of the Wi-Fi access point. Recall that SSIDs are case sensitive. 
· Check the network name (SSID)setting on the iPhone to ensure it matches that of the Wi-Fi access point. Recall that SSIDs are case sensitive. 
· Check the security configuration (WEP or WPA parameters) on the iPhone to ensure the values (encryption keys or passphrases) match the access point. Encyrption keys are not case sensitive, but passphrases are. 
· If neither of the above steps resolve the issue, troubleshoot security settings on the Wi-Fi access point. Contact the administrator of the access point for additional help if necessary.
[bookmark: _Toc490467811]How to Fix VPN Error 800
A Virtual Private Network provides a secure connection between a local client and a remote server over the internet. When you attempt to connect to a VPN and cannot, you receive a VPN error message. There are hundreds of possible error codes, but only a few are common. VPN error 800 "Unable to establish the VPN connection" is a common problem that occurs when you work with virtual private networks.
Unfortunately, this error code doesn't explain why the connection is failing.
[bookmark: _Toc490467812]What Causes VPN Error 800
Error 800 occurs when you are trying to establish a new connection to a VPN server. It indicates that messages being sent by the VPN client (you) are failing to reach the server. Many possible reasons for these connection failures exist including:
· The client device lost the connection to its local network
· The user specified an invalid name or address for the VPN server
· A network firewall is blocking the VPN traffic
[bookmark: _Toc490467813]How to Fix VPN Error 800
Check the following to address any potential reasons for this failure:
· Confirm that the network connection between the client and server is functioning properly. You can attempt to ping the server if you aren't sure, although VPN servers can be configured to ignore ICMP requests. Retrying the connection after waiting a minute or two can work with sporadic network outages. Attempting a connection from a different client device can also help pinpoint whether the connectivity issue is specific to one client or if it is a widespread problem.
· Use the correct VPN server name and address. The name a user enters on the client side must match the server name set up by a VPN administrator.  Given a choice, users can opt to specify an IP address instead of a name. It's more common to mistype an address than a name, however.  VPN servers may also have their IP address changed occasionally, especially ​DHCP networks.
· Make sure your firewall isn't blocking VPN connections. To determine whether a client firewall is triggering VPN error 800, temporarily disable it and retry the connection. Firewall-related failures indicate a need to update the firewall configuration with additional settings specific to the port numbers the VPN on that network is using—usually TCP port 1723 and IP port 47 for Microsoft Windows VPNs. Home network administrators normally perform these changes on a broadband router.
· If you have never connected with the local router you are using, the router may need a router firmware update to be compatible with the VPN. If it has worked with the VPN previously, this isn't the problem.
The server may have too many clients already connected. Server connection limits vary depending on how the server is set up, but compared to other possibilities, this is an uncommon problem. You can't check this from the client side of the connection. The server may be offline, in which case, the delay in connecting should be a brief one.
[bookmark: _Toc490467814]Common Network Problems with PingPlotter (example)
[bookmark: _Toc490467815]Bandwidth Saturation
Every network has limits - and running at the limit is not necessarily a bad thing. This graph is an example of a network that's running great but then gets saturated / overused.
The distinct parts of this pattern is that latency and/or packet loss occurs at a bandwidth-limited point (often the connection between you and the ISP), and it starts and stops pretty abruptly. If you have a "fat pipe", the latency jump is probably not as big as this example.
The affects to the rest of the network is pretty big - where everything is fine and then suddenly web pages take forever to load, movies buffer, VoIP calls get garbled and it feels like 2002 again with your slow network.
[image: ]

[bookmark: _Toc490467816]Sawtooth pattern
[image: An example of bandwidth saturation manifesting in a sawtooth pattern in PingPlotter]
In PingPlotter, bandwidth saturation appears in many forms. One distinct pattern is the Sawtooth. This pattern is a strong (like really really strong) indicator of bandwidth saturation.
There are a few possible solutions to this problem:
· Use less bandwidth.
· Buy more bandwidth.
· Get a device between you and your ISP that limits overuse by big consumers (throttling, but the good kind).
· Put up with it.
If possible, it's nice to correlate the activity on your network with these results so you can act to minimize the affect (maybe you can download that ISO late at night when no one is watching a movie).
Bandwidth saturation can come from two directions - overuse, or under supply. If this happens regularly and you can't figure out why, you might want to get with your provider to have them help you troubleshoot.
[bookmark: _Toc490467817]Wireless Interference
Bandwith saturation happens everywhere - and honestly, there are many manifestations of it. Here's an example where there's some packet loss nearer the far end.
When you see situations like this that are chronic and affecting you regularly, it may be best to contact the provider at the far end, if you have a relationship with them.
[image: ]
[bookmark: _Toc490467818]


Bad Hardware on Local Network
Marginal wiring or failing hardware in your own network happens more often then we may think. The good news is that once you've found the problem, you can often actually fix the problem. In this case, you know it's inside your own network because hop 1 is your router - and any device with a 0ms normal latency is most likely pretty close to you.
In this case, the most likely culprits are: a network cable; your switch/hub/router; a network card in your computer or a similar piece of hardware or cable. Look for anything between you and the router at hop 1.
This could also be a bad power supply (especially if the red periods are just about as long as it takes to reboot a device), or even bad/noisy power or bad grounds.

[image: ]

[bookmark: _Toc490467819]
Internet Service Provider Bad Hardware
Low levels of packet loss at the first hop inside your providers network can sometimes be indicative of a connection that's struggling to maintain service. This might be because of noise on the line or marginal hardware. Water in a junction box is one example, or maybe a bad splitter or terminator on a cable modem line.
This diagnosis is valid when there is consistent packet loss pattern at downstream hops starting inside your provider and following through all the way to the final destination. If you're only seeing the packet loss pattern at a single hop, then that's not indicative of an issue.
[image: ]

[bookmark: _Toc490467820]Destination Address Unreachable
The fact that the graph is this screen shot is returning a "Destination Address Unreachable" message doesn't necessarily mean that the target website is down. One of the routers between the computer running PingPlotter, and the destination is not passing through ICMP echo requests, or not allowing ICMP TTL expired packets to return.
The first first thing that should be tried here is to see if switching to TCP or UDP packets returns any results.
[image: ]
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